BO THONG TIN VA TRUYEN THONG ~ CQNG HOA XA HQI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Pioc lap - Tw do - Hanh phiic
S6: 4 /BC-CATTT Ha Ngi, ngay 06 thing 04 nam 2022
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 03/2022
va thong ké ket noi chia sé dir li€u vé ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang
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Canh bao 16 hong bao mat (CVE-
2022-26500, CVE-2022-26501) co
murc anh huong Nghiém trong trong
Veeam Backup&Replication (qua
email, page FB).

ENAVASISYANV/!

Backup & Replication

Canh bio nguy co tan cong
mang do 16 hong méi trong
Linux Kernel tir phién ban 5.8
trd 1€n (qua email, page FB).

Canh bao sé 430/CATTT-NCSC
ngay 31/3/2022 vé viéc du bao nguy
co tdn cong vao hé thong thong tin
clia cac co quan, to chirc thong qua
16 hong bao mat Spring4Shell.

4Shell
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Bén canh cac du bao, canh bao vé diém yéu, 16 hong va nguy co tin cong
mang da phat hanh dién rong, Trung tim Giam sat an toan khong gian mang qudc
gia (NCSC), Cuc An toan thong tin con thyc hién canh bao truc tiép dén cac co
quan to chirc khi phat hién chinh xac cac du hiéu tin cong. Trong thang da c6 03
website thudc quan 1y ctia 03 don vi chuyén trach vé CNTT/ATTT (Bo Nong
nghiép & Phat trién nong thon, Thira Thién Hué, Hoa Binh) bj tdn cong va cong
khai trén Internet. Sau khi dugc canh béao, cac don vi bi anh hudéng déu da nhanh
chong xir 1y, khong c6 don vi nao xir Iy chdm. (thong tin chi tiét vé cac hé thong
da bi tn cong dugc cap nhat tai Phu luc 4 kém theo).

2. Tinh hinh trién khai cong tic phong chong phan mém ddc hai va
chia sé dir liéu ma dgc theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi s6 14/CT-TTg cta Thi tuéng Chinh phii ban hanh ngay
25/5/2018 vé viéc nang cao ning luc phong, chong phan mém doc hai, Cuc An
toan thong tin da giao Trung tAm Gidm sat an toan khong gian mang qudc gia hd
trg 13 doanh nghiép c6 giai phap phong chdng ma doc thuc hién két ndi chia sé
dir liéu ma doc theo vian ban 2290/BTTTT-CATTT ngay 17/7/2018 vé viéc hudng
dan két ndi, chia sé thong tin vé mi doc gifra cac hé théng k¥ thuat. Danh sach
san pham phong chdng mi ddc co kha ning két ndi chia sé dir liéu cdp nhat tai:
https://www.ais.gov.vn/thong-tin-tham-khao/danh-sach-san-pham-phong-chong-
ma-doc-co-kha-nang-ket-noi-chia-se-du-lieu.htm

Dén hét thang 03/2022 di c6 83 don vi (62 Tinh/Thanh, 21 Bo/Nganh) trién
khai giai phap phong chéng ma doc tap trung va thuc hién két ndi chia sé thong
tin vé ma doc v&i Trung tam Gidm sat an toan khong gian mang qubc gia (NCSC).

Trong thang 03/2022, thong qua két ndi chia sé dit liéu vé ma doc tir 83 don
vi, Hé thong k¥ thuat ctia Trung tim Gidm sat an toan khong gian mang qudc gia
(NCSC) ghi nhin c6 67.024 may co cai dit giai phap phong chong ma doc va chia
s¢ thong tin (li€n quan dén hé diéu hanh, ma doc, diém yéu, két ndi nghi ngo).

Mot sé don vi c6 s lwong may chia sé két ndi trong thang twong doi
day di:
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Ghi chii: Danh sach cac don vi chua trién khai giai phap phong chéng ma
doc dap tmg yéu cau cta Chi thi s6 14/CT-TTg nim 2018 tai Phy luc 1 kém theo.

3. Tinh hinh trién khai cong tac giam sat an toan thong tin va két noi
chia sé dir li€u giam sat theo Chi thi 14/CT-TTg nam 2019

Thuc hién Chi thi s6 14/CT-TTg cta Thi tuéng Chinh phii ban hanh ngay
07/6/2019 vé viéc tang cuong bao ddm an toan, an ninh mang nham cai thién chi
s6 xép hang cta Viét Nam, Cuc An toan thong tin da giao Trung tdm Giam sat an
toan khong gian mang quéc gia hd tro 13 doanh nghiép c6 giai phap giam sat an
toan thong tin thuc hién két ndi chia sé dit liéu theo vin ban 2973/BTTTT-CATTT
ngay 04/9/2019 vé viéc hudng dan trién khai hoat dong giam sat an toan théng tin
trong co quan, tO chirc nha nudc.

Pén hét thang 03/2022 da c6 87 don vi (63 Tinh/Thanh, 24 Bo/Nganh) trién
khai cong tac giam sat an toan thong tin va thue hién két ndi chia sé dir liéu giam
sat vi Trung tAm Giam sat an toan khong gian mang qudc gia (NCSC).

Trong thang 03/2022, thdng qua két ndi chia sé dit liéu gidm sét tir 87 don
vi, Hé thong k¥ thuat ctia Trung tim Gidm sat an toan khong gian mang qudc gia
ghi nhin 66/87 don vi c6 két ndi chia sé dit liéu twong ddi day du, 21/87 don vi bi
mét két ndi chia sé dir liéu.

Mot s6 don vi c6 két ndi chia sé dir liéu giam sat trong thang twong doi
day di:
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Ghi chu: Hi¢n trang két ndi chia sé dit liéu giam sat tai Phu lyc 2 kem theo.

4. Tinh hinh liy nhiém ma dgc trén ca nuéc

Trong thang, Hé thong k¥ thuét ciia Trung tim Giam sat an toan khong gian
mang qubc gia (NCSC) dd ghi nhan 788.982 dia chi IP cua Viét Nam nim trong
mang botnet, trong d6 c¢6 295 dia chi IP cua co quan, t6 chirc nha nude (27 dia chi
IP Bo/Nganh, 268 dia chi IP Tinh/Thanh) giam 0.83% so v&i thang 02/2022.
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Ghi chii: Danh sdch cdc don vi ¢6 dia chi IP nam trong mang botnet Trung
tam NCSC phat hién co tai phu luc 3 kem theo.
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Thong tin chi tiét vé cac dia chi IP ndm trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai Bo/Nganh, Tinh/Thanh c6 thé tra ctru, cdp nhat thong
tin thuong xuyén thong qua tai khoan da co trén Hé thong giam sat tir xa do Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC) cip. Thong tin tir Hé
thdng ciing c6 thé tham khao, str dung dé danh gia hiéu qua giai phap giam sat,
phong chéng ma doc tap trung dang trién khai.

5. Diém yéu, 10 hong ton tai trén may tinh cia cac co quan to chire

Trong thang, Hé thong k¥ thuat cia NCSC da ghi nhan c6 1.258 diém yéu,
16 hong an toan thong tin tai cac hé thong thong tin cta cac co quan to chirc nha
nuge. SO lugng diém yéu, 16 héng néu trén 1a rat 1on, do d6 Cuc ATTT da chi dao
Trung tAm Gidm sat an toan khong gian mang qudc gia trién khai danh gid, xac
dinh cac 16 hong nguy hiém, c¢6 anh hudng trén dién rong va hudng dan céac
B&/Nganh khéic phuc. Pac biét c6 mot s6 16 héng da va dang dugc cac nhoém tAn
cong loi1 dung dé thuc hién céc cudc tn cong APT. Dudi day 1a mot sb 15 hé)ng
van con ton tai trén nhiéu may chua dugc xu 1y.

Mai diém yéu/
Ghi chu

16 héng

1 CVE-2019-0708 3453 Tham khdo B4o cdo thang 9/2019

https://msrc.microsoft.com/update-guide/en-

us/vulnerability/CVE-2020-0655

2 CVE-2020-0655 2379

https://docs.microsoft.com/en-us/security-
3 MS17-010 652

updates/securitybulletins/2017/ms17-010

https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-1097

4 CVE-2020-1097 535

https://msrc.microsoft.com/update-

guide/vulnerability/ CVE-2021-1674

5 CVE-2021-1674 399

Bén canh cac diém yéuw/1d hong ghi nhan, Hé thong k¥ thuat ctia NCSC con
phan tich va phat hién nhiéu may tinh cta co quan nha nudc c6 két ndi dén dia
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chi IP/Domain nghi ngd doc hai do cac phan mém phong chong mi doc da ghi
nhan. TOP 20 dia chi két ndi nghi ngd doc hai phat sinh trong thang:

STT | IP/Domain nghi ngo doc hai | STT | IP/Domain nghi ngo dgc hai

1 d24ak3f2b.top 11 muzamilpc.com

2 playlucky88.club 12 choifabet.com

3 zxb.isdun.com 13 atomictrivia.ru

4 zxb.isdun.com 14 rtbxheartbid.com

5 exedOwnloadl.com 15 www.fxpro.investments
6 clipnong.xyz 16 www.sodol5.com

7 | | 17 track'. special-.

prizes4u-here.life promotions.online

8 css.digestcolect.com 18 disorderstatus.ru

9 extra-bonus-here.life 19 brandwebsearch.com
10 tawuhoju.com 20 differentia.ru

Nhim dam bao an toan hé théng, dé nghi don vi chuyén trach vé

CNTT/ATTT tai co quan, t6 chirc phéi hop véi cac don vi thuc hién ra soat xac

dinh va ti€n hanh “Va” cac 161 trén hé thong va ra soat cac may c6 két ndi dén cac

dia chi nghi ngd doc hai néu trén./.

Noi nhan:

- Hé thong cac don vi chuyén trach vé ATTT/CNTT

cua cac b, nganh, S& TT&TT cac tinh, thanh phé
truc thudc Trung uwong;

- Cuc trudng (dé b/c);

- VNCERT/CC, ATHTTT, TTHTQT;
- Luu: VT, NCSC.

TL. CUC TRUONG
Q. GIAM POC
TRUNG TAM GIAM SAT AN TOAN

KHONG GIAN MANG QUOC GIA
VS ON
/C‘;\‘&/ cuc \i‘é\ _ T

AN TOAN

|
|
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Phu luc I

DANH SACH CAC PON VI CHUA TRIEN KHAI GIAI PHAP
PHONG CHONG MA PQC PAP UNG YEU CAU CUA CHI THI
SO 14/CT-TTG NAM 2018
(Chua két ndi chia sé dit liéu vé Cuc An toan thong tin)

1. Danh sach B¢/Nganh

B¢/Co quan ngang B/ Co quan trwe thu¢ge Chinh phu

1 B6 Cong Thuong

2 B0 Giao duc va Pao tao

3 B6 Lao dong - Thuong Binh va Xa hdi
4 Bo Nong nghiép va Phat trién nong thon
5 Uy ban Dén toc

6 Vién Han lam Khoa hoc Xa hoi

2. Danh sach Tinh/Thanh

1 Binh Duong

Ghi chi: Thong tin vé cac BO/N ganh, Tinh/Thanh chua thyuc hién két ndi chia sé
thong tin vé ma doc s& duoc Cuc ATTT tong hop, bao cdo hang thang nham don
dbc viéc thuc hién chi tiéu ma Chinh pha dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 ciia Chinh phu. Cu thé: "90% cac bo, nganh, dia phuong két ndi voi
Trung tAm Gidm sat an toan khong gian mang qudc gia".
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Phu luc I

TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT VE
CUC AN TOAN THONG TIN THEO YEU CAU CHI THI
SO 14/CT-TTG NAM 2019

1. Danh sach B¢/Nganh

Thoi gian gan nhat

B¢/Nganh/Co quan Thoi gian bit dau n S
truc thuoc Chinh phu chia sé dir liéu — (jwqc L
~ - P ° (tinh dén 31/3/2022)
1 Bo Cong Thuong 09/08/2020 14/2/2021
2 | B0 Giado duc va Pao tao 31/08/2020 15/3/2022
3 B06 Giao thong van tai 15/05/2020 30/3/2022
4 | Bd K& hoach va Pau tu 20/11/2020 18/3/2022
5 | BOKhoahocva Cong 19/11/2020 22/3/2022
nghé
B6 Lao dong - Thuong
6 Binh va X hoi 11/12/2020 01/01/2022
7 B6 Ngoai giao 24/07/2020 18/9/2020
8 Bo Noi vu 30/07/2020 21/01/2021
g |BONongnghicpvaPhat| — ,g,909 09/11/2021
trién ndng thon
10 B Tai chinh 15/12/2020 31/3/2022
17 | BO Tainguyen va Mo 03/10/2020 31/3/2022
truong
12 Bo Tu phép 24/04/2020 31/3/2022
13 |BO Vanhda, The thaova| 50 h6m00 12/8/2020
Du lich
14 Bo Xay Dung 23/07/2020 25/3/2022
15 BO Y té 17/07/2020 14/8/2020
16 | Neanhang Nha nuce 02/07/2020 28/9/2020
Viét Nam
17 Thanh tra Chinh phu 10/11/2020 06/7/2021
18 Uy ban Dén toc 08/10/2020 08/10/2020
19 | Van phong Chinh phu 22/09/2020 29/3/2022




oo | PaiTruyén hinh Viét 14/09/2020 31/3/2022
Nam
21 | Vién Han Lam KHCN 22/09/2020 22/9/2020
g9 | Kiem toan Nha nuoc 00/03/2021 21/3/2022
Viét Nam

2. Danh sach Tinh/Thanh

Thoi gian gan nhat

Tinh/Thanh 11Ot giaé“dt’flti gf“ M2 han dwge dir ligu
5 (tinh dén 31/3/2022)
1 An Giang 30/09/2020 31/3/2022
2 Bic Giang 21/08/2020 19/6/2021
3 Bic Kan 01/09/2020 23/3/2022
4 Bac Liéu 09/10/2020 31/3/2022
5 Béc Ninh 23/07/2020 31/3/2022
6 | D@ Ri;‘a'uVﬁ“g 20/07/2020 31/3/2022
7 Bén Tre 10/08/2020 29/3/2022
8 Binh Dinh 05/06/2020 31/3/2022
9 Binh Duong 24/04/2020 02/7/2020
10 Binh Phuéc 23/04/2020 05/3/2022
11 Binh Thuin 31/08/2020 31/3/2022
12 Ca Mau 15/05/2020 31/3/2022
13 Can Tho 13/04/2020 31/3/2022
14 Cao Bing 14/08/2020 31/3/2022
15 Pik Lik 17/06/2020 29/3/2022
16 Pk Nong 31/08/2020 31/3/2022
17 Pa Néng 09/06/2020 31/3/2022
18 Pién Bién 02/06/2020 13/2/2022
19 Péng Nai 15/06/2020 26/3/2022
20 Pong Thap 14/07/2020 22/3/2022
21 Gia Lai 14/09/2020 26/3/2022
22 Ha Giang 18/08/2020 22/3/2022




10

23 Hai Duong 04/09/2020 30/3/2022
24 Hai Phong 28/07/2020 31/3/2022
25 Ha Nam 22/09/2020 31/3/2022
26 Ha Noi 30/06/2020 20/10/2020
27 Ha Tinh 06/10/2020 29/3/2022
28 Hoa Binh 13/05/2020 22/3/2022
29 | H6 Chi Minh 26/06/2020 31/3/2022
30 Hau Giang 02/10/2020 22/3/2022
31 Hung Yén 22/05/2020 31/3/2022
32 Khéanh Hoa 21/09/2020 31/3/2022
33 Kién Giang 24/09/2020 31/3/2022
34 Kon Tum 28/09/2020 31/3/2022
35 Lai Chau 26/09/2020 31/3/2022
36 Lam Pong 22/10/2020 17/3/2022
37 Lang Son 08/10/2020 31/3/2022
38 Lao Cai 09/07/2020 31/3/2022
39 Long An 22/07/2020 31/3/2022
40 Nam Dinh 21/09/2020 21/9/2021
41 Nghé An 09/09/2020 31/3/2022
42 Ninh Binh 28/07/2020 22/3/2022
43 Ninh Thuin 01/09/2020 31/3/2022
44 Phu Tho 01/10/2020 31/3/2022
45 Phi Yén 30/11/2020 31/3/2022
46 Quang Binh 01/07/2020 02/12/2021
47 Quang Nam 14/09/2020 31/3/2022
48 Quéang Ngii 12/08/2020 31/3/2022
49 Quang Ninh 12/09/2020 18/3/2022
50 Quang Tri 24/12/2020 19/3/2022
51 Séc Trang 12/08/2020 19/10/2020
52 Son La 13/07/2020 28/6/2021




11

53 Tay Ninh 08/07/2020 19/3/2022
54 Thai Binh 25/06/2020 08/1/2021
55 | Thai Nguyén 19/11/2020 31/3/2022
56 Thanh Héa 29/09/2020 31/3/2022
57 | Thira Thién Hué 29/07/2020 31/3/2022
58 Tién Giang 24/09/2020 31/3/2022
59 Tra Vinh 29/07/2020 31/3/2022
60 | Tuyén Quang 19/11/2020 31/3/2022
61 Vinh Long 25/06/2020 18/3/2022
62 Vinh Phuc 30/06/2020 31/7/2021
63 Yén Béi 26/08/2020 31/3/2022
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Phu luc III .
DANH SACH CAC DPON VI PHAT HIEN CO PIA CHI IP
NAM TRONG MANG BOTNET

1. Danh sach B§/Nganh

S6 lwong S6 lwong
IP botnet IP botnet Loai ma
thang thang doc/botnet
02/2022 3/2022

Tén don vi

1 Dai Tiéng no1 Vit 10 12
Nam
2 Bo KAhoa hOCA va o) 8 Avalanche
Cong ngh¢
3 Kiém tOme Nha 1 1 Avalanche
nudc
4 Bo Tu Phap 1 1 Avalanche
5 Vian phonig Chinh 0 1
phu

2. Danh sach Tinh/thanh

S6 lwong IP SO lwgng IP

Tén don vi bot’net bot’net Loai ma dgc/botnet
: thang thang : :
02/2022 3/2022

I DPa Nang 39 57 Conficker

2 Lai Chau 2 ’5 Lethic, Avalanche,
Conficker

3 Thanh Hoa 9 11 Avalanche

4 Ha Noi 13 15 Lethic, Avalanche

5 Lam Pdng 9 16 Avalanche
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6 Lethic,
Long An 11
Avalanche
7 Lethic, Necurs,
Lang Son 6 Avalanche
8 bién Bién 10 Lethic, Avalanche
9 Nam Dinh 7 Avalanche
10 Ha Nam 12 Wannacry, Lethic,
Avalanche
11 .
n Lethic, Wannacry,
Ngh¢ An I Other, Avalanche
12 Pong Thap 5 Avalanche
13 Gia Lai 6 Avalanche
14 Binh Thuan 4 Necurs, Stealrat,
Avalanche
15 Ninh Binh 8 Avalanche, Wannacry
16 Lao Cai 5 Avalanche
17 | Quang Ninh 5 Avalanche, Lethic
18 R Other, Wannacry,
Hung Yen 3 Lethic, Avalanche
19 Y Wannacry, Stealrat,
Hai Phong > Other, Avalanche
20 Thai Binh 4 Avalanche
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21 Pik Nong Avalanche, Other
oy Ba Ria Viing

Tau
23 Tién Giang Wargl\a:;:lr;/r,l(ﬁleethic,
24 | Tuyén Quang Avalanche, Conficker
25 bk Lak
26 Cao Bang
7| cio v e
| v e
| o Lo B,
30 Quang Tri Avalanche
31 Binh Phudc Avalanche, Conficker
32 Bén Tre Avalanche
33 Hoa Binh
34 Kon Tum
35 Phu Tho
36 Yén Bai Lethic, Avalanche
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37 Vinh Phuc Avalanche

38 An Giang Avalanche

39 Ha Giang Lethic, Avalanche
40 Pong Nai

41 Tra Vinh
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] Phu luc IV . ]
DANH SACH WEBSITE CO QUAN NHA NUOC (.GOV.VN)
BI TAN CONG TRONG THANG

) Don vi Don vi 24 giov 48 gio D3 xir
Website/Duwong dan  chuyén quanly/st chwa chwa v
trach dung  xily xily y
Bo Nong
nghiép &
| http://solieufdi.mard.g Ph?,t <
ov.vn/lol.txt trién
nong
thon
https://dichvucong.hoa
binh.gov.vn/hoabinh-
portal/public/document
- So
) register/2022/03/04/20 | TT&TT .
22 03 04 080343992! Hoa
~Irich888-song-bac- Binh
casino-truc-tuyen-uy-
tin-tot-nhat-tai-viet-
nam.HTM
https://quangthai.thuat So
hienhue.gov.vn/admin/ | TT&TT
3 | https://syt.thuathienhue |  Thya X
.gov.vn/admin Thién
Hué

Ghi chii: M6t s6 ngudn thong tin cong khai can bo chuyén trach tai cac don vi co

thé chu dong theo ddi dé co phuong 4n xir Iy sém nhat gdm:

- http://www.zone-h.org

- http://phishtank.org



http://www.zone-h.org/
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Phu luc V
DANH SACH PIEM YEU LO HONG PHO BIEN

PA CO HUONG DAN KY THUAT

M3 diém yéu/ 18

Ghi chu

hong

1 CVE-2019-0708 Tham khao Bdo cdo thang 8/2019

2 CVE-2013-3900 Tham khao Bdo cdo thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Béo céo thang 8/2019
(MS14-060) Sandworm APT

4 CVE-2015-0009 Tham khao Béo céo thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Béo cao thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khao Béo céo thang 9/2019
(MS15-028)

7 CVE-2014-0315 Tham khao Béo céo thang 10/2019
(MS14-019)

8 CVE-2017-0144 Tham khao Béo céo thang 10/2019
(MS17-010)

9 CVE-2013-3129 Tham khao Béo céo thang 11/2019
(MS13-053)

10 CVE-2015-0073 Tham khao Béo céo thang 11/2019
(MS15-025)

11 CVE-2015-0080 Tham khao Béo céo thang 11/2019
(MS15-024)

12 CVE-2015-0076 Tham khao Béo céo thang 12/2019
(MS15-029)

13 CVE-2013-3940 | Tham khao Béo cdo thang 12/2019
(MS13-089)

14 CVE-2015-0012 Tham khao Béo céo thang 12/2019
(MS15-017)

15 CVE-2014-0260 Tham khao Bdo céo thang 01/2020
(MS14-001)

16 CVE-2014-1818 Tham khao Bdo céo thang 01/2020
(MS14-036)

17 CVE-2014-6352 Tham khao Bdo céo thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 | Tham khao Béo cédo thang 02/2020
(MS14-007)

19 CVE-2014-4148 | Tham khao Bao cao thang 02/2020
(MS14-058) APT 31
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20 CVE-2015-0078 | Tham khdo Bdo cao thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khao Bdo cdo Thang
(MS08-067) 03/2020

Silence APT

22 CVE-2014-2778 Tham khao Bdo cdo Thang
(MS14-034) 03/2020

23 CVE-2013-3891 Tham khao Bdo cdo Thang
(MS13-086) 03/2020
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