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Tinh hinh an toan thong tin thang 05/2021
va thong ké ket noi chia sé thong tin veé ma doc

1. Théng tin canh bao vé cac 16 hong bao mat trong thing

Canh bao sé 58/NCSC-DTPT
ngay 03 thang 06 nam 2021 vé
viéc canh bao 16 hong bao mat

mai trong FortiWeb.

Forti'Web

Ngay 26 thang 5 nam 2021,
Trung tdm NCSC da c6 canh
bao qua email dén cac co quan
td chirc vé 16 hong bao mat
méi (CVE-2021-21985, CVE-
2021-21986) trong Vmware
vCenter Server.
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2. Tinh hinh liy nhiém ma ddc trén ca nwée

Trong thang, Hé théng k§ thuat cua Trung tdm Giadm sat an toan khéng gian
mang quéc gia (NCSC) da ghi nhén 1.047.218 dia chi IP cua Viét Nam nim trong
mang botnet, trong d6 c6 471 dia chi IP clia co quan, t6 chtrc nha nuéc (40 dia chi
IP Bo/Nganh, 431 dia chi IP Tinh/Thanh) ting 6.66% so vé&i thang 04/2021.

Danh sach céc don vi c6 dia chi IP nim trong mang botnet ma Trung tdm
NCSC phat hién c6 tai phu luc 3 kém theo.

S6 lwong dia chi IP ndm trong mang
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Thong tin chi tiét vé cac dia chi IP ndm trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/N ganh, Tinh/Thanh cé thé tra cuu, cap nhat thong
tin thuong xuyén théng qua tai khoan da c6 trén Hé théng giam sét tir xa do Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC) cip. Thong tin tir Hé
thdng ciing c6 thé tham khao, sir dung dé dénh gia hiéu qua giai phap gidm sat,
phong chdng ma doc tap trung dang trién khai.
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3. Tinh hinh chia sé dir li¢u theo Chi thi 14/CT-TTg 2018

Bén canh viéc giam sat tir xa dua trén dai dia chi IP tinh do B§/Nganh,
Tinh/Thanh cung cép, Cuc ATTT hién d trién khai két néi chia sé thong tin vé
ma ddc theo chi dao tai Chi thij sb 14/CT-TTg ctia Thu tuéng Chinh phi ban hanh
ngdy 25/5/2018 vé viéc nang cao ning luc phong, chdng phan mém doc hai.

Dén hét thang 05/20201 da c6 81 don vi (60 Tinh/Thanh, 21 B§/Nganh)
thuc hién két ndi chia sé thong tin vé ma doc véi Trung tdm Giam sat an toan

Thong ké s6 lwgng
Co quan Nha nwoc
chia sé thong tin

® Chia sé day
di

# Chia sé chua
ddy du

® Chua chia sé
thong tin

khéng gian mang qudc gia (NCSC).
Ghi chu:

- Day la sb luong théng ké cua Co quan Nha
nudc bao gébm ca co quan B¢/Nganh va
Tinh/Thanh. Trong dé:

v D3 chia sé thong tin twong di day
du: 23 don vi (1 B§/Nganh, 22 Tinh/Thanh)
v Chia sé thong tin chua day du: 46
don vi (16 Bo/Nganh, 30 Tinh/Thanh)

v Chua chia sé thong tin: 15 don vi (11 B§/Nganh, 4 Tinh/Thanh)

Mot sé don vi dang tich cuc trién khai theo chi dao caa Thu tudng Chinh
pht gdm Ban Quan Iy Ling Chii tich HCM, B$ Xay dung, B Y té, Thai Binh,
Lao Cai, Long An, Ngh¢ An, Tay Ninh,... Day la nhimng don vi trién khai chia
sé dir liéu tuong déi tot (co trén 50% cac may trén dia ban da duoc cai dat giai
phap phong chéng ma ddc va chia sé day du thong tin v6i Trung tAm Giédm sat an

toan khong gian mang qudc gia).

SO lwong may chia sé két ndi thang 05:

Vién Han lam KHCN | 30
BoNoivu | 68
Van phong Chinh phu [ 144
Ban Quan ly Lang | 52
BoYtw [ 199
B TN&MT [ 228
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4710

4054

1544 1453

100 l 130
[r— e

Kiém toan Nha nuéc M 1728 Vinh  Binh Hung Hai  Bac  Léam

0 500 1000 1500 2000

8 S6 lugng méy chia sé két nbi

Long Pinh  Yén Duong Liéu Dong

® SH lugng méy chia sé thong tin



4

4. Thong tin chung diém yéu 15 héng

Trong thédng, Hé théng k¥ thuat cia NCSC da ghi nhén c6 1.538 diém yéu,
16 héng an toan thong tin tai cac hé théng thong tin clia cdc co quan td chirc nha

nude. Lo hong gdy mat an toan théng tin ton tai trén nhiéu may tinh da két ndi,
chia sé thong tin.

S6 luong diém yéu, 15 hdng néu trén 1a rat l('m do d6 Cuc ATTT d4 chi dao
Trung tdm Gidm sat an toan khong gian mang qudc gia trién khai danh gia, xac
dinh cac 16 hong nguy hiém, c6 anh huong trén dién rong va hudng dan cac
Bo/Nganh khic phuc. Pic biét c6 mot s6 16 hong da va dang dugc cac nhém tin
cong loi dung dé thuc hién cac cudc tan cong APT. Duéi day 1a mot sb 18 héng
van con ton tai trén nhiéu méy chua dugc xit 1y.

S0 lwgng So lwrong

Ma diém yeu/ may ton tai  may ton
T

16 hong 10 hong  tailo hong

thang 04 thang 05

https://msrc.microsoft.com/update-
CVE-2020- . i
1 882 1.696 guide/en-US/vulnerability/ CVE-
1097
2020-1097
https://msrc.microsoft.com/update-
CVE-2020-
2 846 1.636 guide/en-us/vulnerability/CVE-
o 2020-0655
CVE-2019-
3 689 1.312 Tham khao Béo céo thang 9/2019
0708
CVE-2015-
4 0009 505 982 Tham khao Bao céo thang 9/2019
(MS15-014)
CVE 2013-
5 3900 481 921 Tham khao B4o céo thang 8/2019
(MS13-098)
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Nham dam bao an toan hé théng, deé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan Nha nude phéi hop véi cac don vi thuc hién ra soat xac
dinh va tién hanh “V4” cac 15i trén hé théng dac biét 1a cac 16 héng néu trén./. 4

Noi nhin:

- Hé thdng cac don vi chuyén trach vé ATTT/CNTT TL. CUC TRUg NG
cua céac bg, nganh, S6 TT&TT céc tinh, thanh pho Q GIAM DQC .
truc thude Trung vong; TRUNG TAM GIAM SAT AN TOAN

- Cuc trudng (dé b/c); _

KHONG GIAN MANG QUOC GIA
- Luu: VT, NCSC. =

[ran Quang Hung
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Phu luc 1
Danh sach cac don vi chua trién khai glal phap phong chong
ma doc dap ing yéu cau cua Chi thi s0 14/CT-TTg nam 2018
(Chua két ndi chia sé du liu vé Cuc ATTTT)

1. Pi véi Bo/Nganh

B0/Co quan ngang B§/ Co' quan trye thude Chinh ]

B6 Cong Thuong (dang két ndi)
2 B6 Giao duc va Pao tao
3 B6 LDTB&XH
4 B6 Noéng nghiép va Phat trién nong thon
5 ; Uy ban Dan toc
6 Hoc vién Chinh tri Quéc gia Ho Chi Minh
1 Vién Hém lam Khoa hoc X3 hoi

2. P6i véi Tinh/Thanh

Tinh/Thanh
2 | Quéang Nam
5 Yén Bai

Ghi chii: Thong tin vé cac Bo/Nganh, Tinh/Thanh chua thuc hién két ndi chia sé
thong tin vé ma doc s& dugc Cuc ATTT téng hop, bao cao hang thang nham don
ddc viée thuc hién chi tiéu ma Chinh phu dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 cta Chinh phi. Cu thé: "90% céac bd, nganh, dia phuong két ndi voi
Trung tim Gidm sét an toan khong gian mang qudc gia".
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Phu luc 2

Danh sich diém yéu 1§ hong pho bién da c6 huéng din ki thuit

Ma diém yéu/ 16
hong
CVE-2019-0708

Ghi chua

Tham khao Béo céo thang 8/2019

(MS14-058)

2 CVE-2013-3900 Tham khao Béo cao thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Béo céo thang 8/2019
(MS14-060) Sandworm APT

- CVE-2015-0009 Tham khao Bao cao thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Béo céo thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khao Bao cao thang 9/2019
(MS15-028)

7 CVE-2014-0315 Tham khao Bao cao thang 10/2019
(MS14-019)

8 CVE-2017-0144 | Tham khéo Béo céo thang 10/2019
(MS17-010)

9 CVE-2013-3129 | Tham khao Béo cdo thang 11/2019
(MS13-053)

10 CVE-2015-0073 | Tham khao Béo cdo thang 11/2019
(MS15-025)

11 CVE-2015-0080 | Tham khao Béo céo thang 11/2019
(MS15-024)

12 CVE-2015-0076 | Tham khao Bao cdo thang 12/2019
(MS15-029)

13 CVE-2013-3940 | Tham khao Béo céo thang 12/2019
(MS13-089)

14 CVE-2015-0012 | Tham khao Béo cdo thang 12/2019
(MS15-017)

15 CVE-2014-0260 | Tham khao Bao cdo thang 01/2020
(MS14-001)

16 CVE-2014-1818 | Tham khao Bao céo thang 01/2020
(MS14-036)

17 CVE-2014-6352 | Tham khao Bao cao thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 | Tham khao Béo céo thang 02/2020
(MS14-007)

19 CVE-2014-4148 | Tham khao Bao cédo thang 02/2020

APT 31




8

20 CVE-2015-0078 | Tham khao Béo céo thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khao Béo céao Thang
(MS08-067) 03/2020

Silence APT

22 CVE-2014-2778 Tham khao Béo cédo Thang
(MS14-034) 03/2020

23 CVE-2013-3891 Tham khao Béo céao Thang
(MS13-086) 03/2020
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Phu luc 3
Danh sach cac don vi phat hién c6 dia chi IP nam trong mang botnet

1. Danh sach Tinh thanh

Tén don vi S6 lrgng Ip botnet Loai ma doc/botnet
thang S

NecurSr Wannacry,
vanlanche,
~ Conficker

2 Other, Sality,
Lai Chau 56 Wannacry,Lethic,
Confiker, Avalanche

aaNang .

Other, fLethizé;;_Necurs,

4 Lethic, Necurs,
Ha Noé6i 22 Stealrat, Wannacry,
Avalanche

Pykspa?'Warinacry,
. Lethic, Other,
~ Avalanche

6 Wannacry, Lethic,
S9N an ¢ Other, Avalanche

| Other, Wannacry,
4 Lethm, Necurs, Gamut,
i V Conﬂcker, Avalanche

8 A Sality, Conficker,
Dl - Necurs, Avalanche

~ Wannacry, Lethic,
Other, Conﬁcker,

Avalanche
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Wannacry, Lethic,
Avalanche

Lethic, Wannacry,
Other, Avalanche,
Necurs, Pykspa

Necurs, Stealrat,
Avalanche

Conficker, Lethic,
Avalanche

Wannacry, Stealrat,
Other, Avalanche




11

24 Ba Ria Viing Tau =3

26 Tuyén Quang 5 ~ Avalanche, Conficker

Avalanche

30 ' , Wannacry, Lethic,
Avalanche

32 . Lethic, Emotet, Necurs,
Avalanche

34 Quang Tri 3 Avalanche
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40 Bic Kan 1 Avalanche, Wannacry

L a o

42 = Wannacry, Lethic,
Xon Bal 4 Other, Avalanche

W Avalanche

2. Danh sach B¢ nganh

So lu(mg 1P

Avalanche Stealrat, |
~,Lethlc, Conﬁcker ‘

Sality, Wannacry,
56 Stealrat, Conficker,
Avalanche

Vién Han 1am khoa hoc
va Cong nghé Viét Nam

Sality, Lethlc
Stealrat, Necurs,
Wannacry, Avalanche

- BoKhoahoc va Cong

Wannacry, Lethic,

Kiém toan Nha nudc 22 Avalanche

’ 20 - NGCUI'S

1 Avalanche

i Vian phong Quéc hoi 1 Avalanche
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