SO THONG TIN VA TRUYEN THONG CAO BANG CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM CONG NGHE THONG TIN VA Poc 1ap - Tw do - Hanh phc
TRUYEN THONG
S6: 100TTCNTT&TT-KTCN Cao Bang, ngay 18 thang 11 nam 2019

Vv canh béo 15 hdng trén trinh duyét Chrome

Kinh gtri:
- Van phong Tinh uy;
- Van phong HDND tinh, Van phong UBND tinh;
- Céc So, ban, nganh,UBND céc huyén va thanh phé.

Thuc hién cong van sé 1038/CATTT-NCSC ngay 04 thang 11 ndm 2019 cua Cuc
An toan thong tin vé viéc canh bao 156 hong trén trinh duyét Chrome.

Qua cong tac theo ddi thdng tin trén khéng gian mang, va hoat doéng hop tac, chia
sé thong tin voi cac to chic 1on vé an toan thong tin trong va ngoai nudc, Cuc An toan
théng tin ghi nhan xu hudng khai thac 16 hong (CVE-2019-13720) trong trinh duyét
Google Chrome. Lb hong nay lam anh huong dén hau hét cac hé diéu hanh (Microsoft
Windows, Apple macOS va Linux) st dung trinh duyét Chrome trudc phién ban
78.0.3904.87.

Pay 1a 16 hong cho phép dbi twong tan cong chén va thuc thi ma 1énh tir xa mot
cach ty dong. Do vay t6i pham mang c6 thé cai cim ma khai thac vao cac trang web ngui
dung hay truy cap hoac lira nguoi dung truy cap vao cac trang nay, ngudi dung truy cap
dén cac trang web nay thi may tinh/thiét bi ctia ngudi ding s& bi tin céng, cai cim ma
doc. LS hong nay duoc Google va trong phién ban Chrome 78.0.3904.87.

Thuc hién chic niang, nhiém vu duoc giao, nhiam dam bao an toan thdng tin va
phong tranh viéc d6i twong tin cong loi dung diém yéu an toan thong tin dé thuc hién
nhitng cudc tan cdng mang nguy hiém. Trung tm Cong nghé thong tin va Truyén thong
kinh @& nghi céc don vi chi dao bo phan chuy&n mén khan cap thyc hién:

1. Kiém tra va cap nhat Ién phién ban Chrome méi nhat (78.0.3904.87) dé va 15

hdng bao mat va phong tranh cac nguy co bi tin cdng qua viéc khai thac 15 hong.



2. Han ché truy cap cac trang web, dudng dan la dic biét 1a cac trang web c6 trong
phu luc kém theo d3 bi cai cim mé khai thac.

3. Tai Viét Nam c6 03 trinh duyét (Sfive, Chim lac va Cc Céc) phat trién trén ma
ngudn Chrome ciing bi anh huéng boi 16 hong bao mat nay. Trong d6 hai san pham trinh
duyét (Sfive, Chim Lac) da duoc danh gi dap tng yéu ciu caa TCVN 12637:2019 c6 kha
ning cap nhat va canh bao khi ngudi dung truy cap cac trang web doc hai (bao gom ca
nhitng trang bi cai cim ma khai thac trén).

4. Néu phat hién ma doc tuong ty can nhanh chéng cd 1ap ving/may bi nhiém va
théng céo vé Trung tam Cong nghé thdng tin va Truyén théng Cao Bang;

5. Khuyén cao ngudi sir dung nang cao canh giac, khéng ma va click vao cac lién
két (link) ciing nhu cac tap tin dinh kém trong email c6 chta céc tap tin dang .doc, .pdf,
Zip,... dugc giri tr nguoi la hodc néu email dugc gui tir nguoi quen nhung cach dt tiéu
dé hodc ngdn ngit khac thuong. Va can thdng béo cho bo phan chuyén trach quan tri hé
thong hozdc dam bao an toan thdng tin khi nhan duoc email nghi ngo.

Khi phét hién sy cd hodc can giai dap thong tin vui long théng béo vé Trung tam
Cong nghé Thong tin va Truyén théng Cao Bang, Sé Thong tin va Truyén thdng Cao
Bang.

Dia chi: S6 009 Hoang Vian Thu, phudng Hop Giang, TP Cao Bang;

bién thoai: 0206 3 955 899;

Hom thu dién tir tiép nhan bao céo su cd: chitc@caobang.gov.vn.

Rat mong nhan duoc su quan tam, phdi hop cta quy co quan.

Tréan trong cam on./.

Noi nhgn: GIAM POC

- Nhu trén;
- Phong KTCGCN;
- Luu VT.

Ky boi; Trung tim Cong nghé thong tin
va truyén thong .

Co quan: Tinh Cao Bang

Thot gian ky: 18/11/2019 14:56:44

Triéu Pinh Thang



PHU LUC
MOT SO HUONG DAN CAP NHAT BAN VA

(Kém theo céng vin sé ITTCNTT&TT-KTCN ngay 18 /11/2019 cua Trung tam Cong ngh¢ thong
tin va Truyen théng Cao Bang)

1. Danh sach cac trang web bi hiém ma khai théac.
behindcorona.com
code.jquery.cdn.behindcorona.com

2. Hwéng din cap nhat ban va.

Mic du trinh duyét web Chrome tu dong thong bao cho ngudi ding vé phién
ban mai nhat c6 sin, nguoi ding duoc khuyén nghi kich hoat thi cdng qué trinh cap
nhat bang cach:

Vao Menu/Tro gitp/ Gigi thiéu vé Google Chrome. Khi d6, trinh duyét s& tu

ong tai ban cap nhat va nguoi du i can bam “chay lai”.
dong tai ban cap nhat guoi dung chi can bam “chay lai”

Gidi thiéu vé Chrome

G Google Chrome

0 Google Chrome da dugc cap nhat

Phién ban 78.0.3904.97 (Phién ban Chinh thuc) (64 bit)
Nhan trg gitip v& Chrome 4
B3o cédo su cd 4

f  Trinh duyét cba ban dugc quan ly >
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