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~ CAOBANG X Déc 1ap - Tw do - Hanh phuc
TRUNG TAM CONG NGHE THONG
TIN VA TRUYEN THONG
Sé: 132/TTCNTTTT-KTCCN Cao Bang, ngay /6thang 8 ndm 2021

VIV canh bao 10 15 hong bao mat murc cao
va nghiém trong trong cac san pham
Microsoft

Kinh gtri:
- Vian phong Tinh uy;
- Vian phong Boan DPBQH va HDND tinh;
- Van phong UBND tinh;
- C4c s, ban, nganh, UBND céac huyén va thanh pho;
- Toa &n nhan dan tinh, Vién kiém sat nhan dan tinh;
- Cuc thué tinh, Cuc Hai quan tinh, Cuc Quan ly thi
trudng tinh, Bao hiém x& hoi tinh.

Thuc hién chirc ndang, nhiém vu dugc giao, qua hoat dong diéu phéi, hop
tac va chia sé thong tin ctia Mang luéi tng ctru sy ¢6 an toan thong tin mang quéc
gia, Trung tim Cong nghé thong tin va Truyén théng Cao Bang nhan duoc canh
béo tai Cong van s6 1115/CATTT-NCSC ngay 13/8/2021 ciia Cuc An toan thong
tin - B Thong tin va Truyén thong vé viéc 10 16 hong bao mat mirc cao va nghiém
trong trong cac san pham Microsoft.

Ngay 10/8/2021, Microsoft phat hanh danh sach ban va 15i thang 8/2021
v6i 44 ban va cho cac 16 hong bao mat trong san pham ctia minh, 13 trong sb 44
16 hong duoc cong bd 1an nay 14 16 hong bao mat cho phép thuc thi ma tir xa, 7 15
hong trong s6 nay duoc danh gia 1a quan trong. Trong d6 dang cha y 14 10 16 hong
bao mat c6 murc anh hudng tuong ddi 16n trong cac san pham Microsoft (Théng
tin chi tiét 16 héng va huong dan khdc phuc co tai phu luc kem theo), dac biét 1a
04 16 hong bao mat ton tai trong Windows Print Spooler va Microsoft Windows.
Cu thé nhu sau:

- 03 16 hong bao mat (CVE-2021-36936, CVE-2021-36947, CVE-2021-
34483) trong Windows Print Spooler: cho phép dbi twong tdn cong thuc thi ma tir
xa, nang cao dic quyén. Trong 2 thang vira qua, 16 hong trong Print Spooler di c6
anh huong kha 16n va duoc quan tdm dic biét khi ma Microsoft lién tuc cong bd
ban va cho cac 16 hong lién quan, bat dau vdi CVE-2021-1675 vao thang 6, tiép
theo 1a ban va 16i cho CVE-2021-34527 (con dugc goi 1a PrintNightmare) vao
thang 7. Cong cu dé khai thac cac 16 hong trén dd dugc cong bd rong rii trén
Internet nén nguy co bi khac thac béi cac nhom tan cong APT hodc duogce st dung
trong cac cudc tin cong dién rong 1a rat 16n. 02 16 hong nay di duoc canh bao tai
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van ban s6 2604/BTTT-CATTT ngay 16/7/2021 vé viéc 05 16 hong bao mat mirc
cao va nghiém trong trong cac san phim Microsoft phat hanh va vin ban sd
2210/BTTTT-CATTT ngay 22/6/2021 vé viéc du bao sém nguy co tin cong mang
trén dién rong.

- L& hong bao mat (CVE-2021-26424) trong Microsoft Windows: 13 15
héng TCP/IP, cho phép d6i tuong tdn cong thuc thi ma tir xa. Ld hong nay anh
hudng dén Windows 7 dén 10 va Windows Server 2008 dén 2019 vé6i diém CVSS:
9.9 (Nghiém trong). Tuy vay theo du doan cua Trung tdm Gidm sat an toan khong
gian mang qudc gia (NCSC), ma khai thac cua 16 hong nay s& kho dugc cong bd
som do viéc phat trién ma khai thac phai vuot qua céc tinh ning bao vé trong céc
phién ban mai cua Windows.

Nham dam bao an toan thong tin cho hé théng ciia quy don vi, Trung tim
Cong nghé thong tin va Truyén thong kinh dé nghi quy co quan, don vi thyc hién
mot sO nd1 dung sau:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung hé diéu hanh
Windows c6 kha nang bi anh hudng. Thuc hién cap nhat ban va bao mat cho cac
may bi anh huéng theo hudng dan cia Microsoft (chi tiét tham khao tai phu luc
kem theo).

2. Tang cuong giam sat va san sang phuong an xur 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, dong thoi thuong xuyén theo ddi kénh canh bao
cuia cac co quan chirc ndng va cac t6 chirc 10n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét co thé lién hé dau moi img cru sy ¢d may tinh
tinh Cao Bang: Trung tim Cong nghé thong tin va Truyén thong Cao Bang, Pia
chi: S6 009, Hoang Vian Thu, Hop Giang, thanh phé Cao Bang, Pién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Pé nghi quy co quan, don vi quan tAm trién khai thuc hién./.

_ GIAM DbOC
Noi nhgn: 2
- Nhu trén; %
- Lanh dao S& TTTT (b/c); ' At g
- Phong BCVT-CNTT; - : f ?,,
- Luvu: VT, KTCN.
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Phu luc

Théng tin 16 hong bao mat

(Kém theo Cong van sé: /32 [TTCNTTTT-KTCCN ngay /6/8/2021
ciia Trung tam Cong nghé théng tin va Truyén théng Cao Bang)

1. Théong tin 16 hong bao mat

TT CVE Mo ta Ghi chu

CVE-2021-36947 |- L& hong tén tai trong | https://msrc.microsoft.c
Windows Print Spooler, cho | om/update-guide/en-
phép do6i tuong tan cong | US/vulnerability/ CVE-
thure thi ma tir xa. 2021-36947

1 - biém CVSS: 8.8 (Cao)
- Anh hudng: Windows
7/8.1/10 va Windows
Server 2008/2012/2019.

CVE-2021-36936 |- L& hdéng ton tai trong | https://msrc.microsoft.c
Windows Print Spooler, cho | om/update-guide/en-
phép doi tuong tan cong | US/vulnerability/CVE-
thue thi ma tir xa. 2021-36936
- biém CVSS: 8.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va Windows Server
2008/2012/2019.

CVE-2021-34483 |- L& hong ton tai trong | https://msrc.microsoft.c
Windows Print Spooler, cho | om/update-guide/en-
phép doi twong tan cong | US/vulnerability/CVE-
nang cao dédc quyen. 2021-34483
- Piém CVSS: 7.8 (Cao)

- Anh huong: Windows
7/8.1/10 va Windows Server
2008/2012/2016.

CVE-2021-26424 | - Ld hong ton tai lién quan | https://msrc.microsoft.c
dén giao thire TCP/IP cua | om/update-guide/en-
Windows, cho phép doi | US/vulnerability/CVE-

2 tuong tan cong thuc thi ma | 2021-26424

tu xa.
- Piém CVSS: 9.9 (Nghiém
trong)



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36936
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- ,Anh huong: Windows 7
dén 10,Vé Windows Server
2008 d@én 2019.

CVE-2021-34535

- L& hdéng tén tai trong
Remote Desktop Client, cho
phép do6i tuong tan cong
thuc thi ma tir xa.

- Piém CVSS: 8.8 (Cao)

- Anh huong: Windows
7/8.1/10 va Windows Server

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34535

2008/2012/20109.
CVE-2021-36948 |- L& hdéng ton tai trong | https://msrc.microsoft.c
Windows Update Medic | om/update-guide/en-

Service (WaasMedic), cho
phép ddi tuong tin cong
nang cao dic quyeén.

- biém CVSS: 7.8 (Cao)

- Anh huéng: Windows 10
va Windows Server 2019.

US/vulnerability/CVE-
2021-36948

CVE-2021-36942

- L& hong ton tai trong
Windows Local Security
Authority (LSA), cho phép
d01 tugng tan cong thuc hién
tan cong gia mao.

- Piém CVSS: 7.5 (Cao)

- Anh huéng: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36942

CVE-2021-36941

- L& hdéng toén tai trong
Microsoft Word, cho phép
doi tuong tan cong thuc thi
ma tur xa.

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36941

CVE-2021-34478

- L& hong ton tai trong
Microsoft Office, cho phep
doi tugng tan cong thuc thi
ma tur xa.

- biém CVSS: 7.8 (Cao)

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34478



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-36941
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- Anh huong: Microsoft 365,
Microsoft Office 2019.

CVE-2021-34524

- L& hdéng tén tai trong
Microsoft Dynamics 365
(on-premises), cho phép do6i
tuong tan cong thuc thi ma
tur xa.

- Piém CVSS: 8.1 (Cao)

- Anh huéng: Microsoft
Dynamics 365 (on-
premises) version 9.0 va 9.1

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34524

CVE-2021-26426

- L& hdéng ton tai trong
Windows  User  Profile
Service cho phép dbi tuong
tdin cong nang cao dic
quyén.

- Piém CVSS: 7.8 (Cao)

- Anh huong: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-26426

CVE-2021-34484
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- L& hong ton tai trong
Windows  User  Profile
Service cho phép d6i tugng
tin cong ning cao dic
quyén.

- Piém CVSS: 7.8 (Cao)

- Anh huong: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34484

2. Hwéng din khic phuc

Bién phap tdt nhat dé khic phuc 16 hé)ng bdo mat nay la cap nhat ban va.

Trong truong hop chua thé cap nhat ban va kip thoi, Quy don vi thuc hién céc

bién phap khac phuc theo huéng dan cia hing, dé giam thiéu nguy co tan coéng

(tham khao tai ngudn link dugc théng ké & bang trén)

3. Nguon tham khio

- Ban va thang 8 ctia Microsoft:
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https://msrc.microsoft.com/update-guide/en-us

https://msrc.microsoft.com/update-guide/releaseNote/2021-Aug


https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/releaseNote/2021-Aug
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