SO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM

TINH CAO BANG ' Djc 1ap - Tu do - Hanh phiic
TRUNG TAM CONG NGHE SO
VA TRUYEN THONG
SO: 34 /ITTCNSTT-CNSATTT Cao Bing, ngay 23 thang 02 nam 2024

VIV canh bao 15 hdng an toan thong tin anh
hudng cao va nghiém trong trong cac san
pham Microsoft cong bo thang 02/2024

Kinh guri:
- Vian phong Tinh uy;
- Vian phong Boan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Céc s0, ban, nganh tinh;
- Céc co quan doan thé, to chirc chinh tri - xa hoi tinh;
- Cac co quan Trung wong trén dia ban tinh;
- UBND céc huyén, thanh phé.

Thuc hién chirc nang, nhiém vu dugc giao; qua hoat dong diéu phéi, hop tac
va chia sé thong tin ciia Mang ludi Gng ctru su ¢b an toan thong tin mang quéc
gia, Trung tdm Cong nghé s6 va Truyén thong nhan duoc canh bao tai Cong vin
s6 210/CATTT-NCSC ngay 22/02/2024 cia Cuc An toan thong tin - Bo Thong
tin va Truyén thong vé viéc 16 hong an toan thong tin anh huéng cao va nghiém
trong trong cac san pham Microsoft cong bd thang 02/2024 (théng tin chi tiét diém
yéu, 16 hong va hwéng dan khdic phuc ¢6 tai Cong vin s6 210/ICATTT-NCSC giri
kem theo).

Nham dam bao an toan thong tin cho hé théng cua cac co quan, don vi trén
dia ban tinh, Trung tim Cong nghé sb va Truyén thong kinh dé nghi cac co quan,
don vi thuc hién mot sb nodi dung sau:

1. Kiém tra, ra soat, xac dinh may st dung h¢ diéu hanh Windows, phﬁn
mém Microsoft Office c¢6 kha nang bi anh hudng. Thuc hién cap nhat ban va kip
thoi dé tranh nguy co bi tdn cong.

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, déng tho1 thuong xuyén theo doi kénh canh bao
clia cac co quan chirc ning va céc t6 chirc 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.
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Trong truong hop can thiét c6 thé lién hé dau mbi tng ctru su ¢b may tinh
tinh Cao Bang: Trung tim Cong nghé s6 va Truyén thong Cao Bang, Pia chi: S6
062, Bé Van Pan, phuong Hop Giang, thanh phé Cao Bing, tinh Cao Bang; dién
thoai: 02063.955.899; email: cbitc@caobang.gov.vn hodc qua nén tang diéu phdi
xt 1y sy ¢b an toan thong tin mang (https://irlab.vn/).

pé nghi Cac co quan, don vi quan tim trién khai thue hién./.

Noi nhén: KT. GIAM POC
- Nhu trén; 8 A A
_ 86 TTIT (blo); PHO,HGIAM POC

- Giam dbc, cac PGD;
- Luu: VT, CNSATTT.

Nong Vian Thinh
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