SO THONG TIN VA TRUYEN THONG ~ CQONG HOA XA HQI CHU NGHIA VIET NAM

~ CAOBANG X Déc 1ap - Tw do - Hanh phuc
TRUNG TAM CONG NGHE THONG
TIN VA TRUYEN THONG
Sé: 146 /TTCNTTTT-KTCCN Cao Bang, ngay /3thang 9 nam 2021

VIV canh béao 15 hdng bao mat CVE-2021-
40444 trong Microsoft Windows

Kinh gui:
- Van phong Tinh uy;
- Vian phong Boan DPBQH va HDND tinh;
- Van phong UBND tinh;
- C4c s, ban, nganh, UBND céac huyén va thanh pho;
- Toa &n nhan dan tinh, Vién kiém sat nhan dan tinh;
- Cyc thué tinh, Cuc Hai quan tinh, Cuc Quan ly thi
truong tinh, Bao hiém x4 hoi tinh.

Thyc hién chice nang, nhiém vu dugc giao, qua hoat dong diéu phéi, hop
tac va chia sé thong tin ciia Mang ludi trmg ctru sur ¢0 an toan thong tin mang quoc
gia, Trung tim Cong nghé thong tin va Truyén thong Cao Bang nhan duoc canh
béo tai Cong van s6 1229/CATTT-NCSC ngay 10/9/2021 ctia Cuc An toan thong
tin - B6 Thong tin va Truyén thong vé viéc 16 hong bao mat CVE-2021-40444
trong Microsoft Windows.

Ngay 7/9/2021 vira qua, Microsoft vira cong bd 16 hong bao mat CVE-
2021-40444 trong Microsoft Windows, anh hudng dén céc phién ban Windows
7/8/8.1RT/10, Windows Server 2008/2012/2016/2019/2022. L5 hong niy cd
diém CVSS: 8.8 (cao), cho phép ddi twong tan cong thyc thi mi tir xa trong
MSHTML. MSHTML 14 mdt thanh phan ctia hé diéu hanh dugce dung boi kha
nhiéu chuong trinh ctia Microsoft nhu: Microsoft Office, bao gom Word va
PowerPoint, ....

Hién tai, 16 héng bao mat nay da c6 ma khai thac cong khai trén Internet,
c6 thé dung vOi nhiéu kich ban tan cong vao ngudi dung khac nhau voi kha nang
thanh cong rat cao. Vi vay, Trung tim Giam sat an toan khong gian mang quoc
gia (NCSC), Cyc An toan thong tin nhan thiy mirc 46 anh huong cua 16 hong nay
kha |6m, c6 nguy co tn cong trén dién rong va 1a myc tiéu nham dén cua cac doi
tugng tin cong mang cé chu dich (APT).

Nhim dam bao an toan thong tin cho hé théng ctia quy don vi, Trung tim
Cong nghé thong tin va Truyén thong kinh dé nghi quy co quan, don vi thyc hién
mot s6 ndi dung sau:

1. Kiém tra, ra soat va xac dinh céc may st dung hé diéu hanh Windows c6
kha nang bi anh huong. Tai thoi diém hién tai chua c6 thong tin ban va cho 15
hong bao mat trén, vi vay dé giam thiéu nguy co tan cong, Quy don vi thyc hién
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bién phéap khac phuc theo huéng dan ctia Microsoft (chi tiét tham khao tai phu luc
kém theo).

2. Tang cudng cic cong cu bao vé, cong cu gidm sat, phan mém phong
chéng ma ddc cho toan bo may tinh cua ngudi dung. Hién nay, cong cu Microsoft
Defender Antivirus va Microsoft Defender for Endpoint déu c6 kha ning phat
hién va ngin chin 16 hong nay.

3. Tang cudng giam sat va san sang phuong an xur 1y khi phat hién c6 dau
hiéu bi khai thac, tin céng mang; dong thot thuong xuyén theo doi kénh canh bao
clia cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong truong hop can thiét c¢6 thé lién hé ddu mbi tng ctru sy ¢d may tinh
tinh Cao Bang: Trung tim Cong nghé thong tin va Truyén thong Cao Bang, Pia
chi: S6 009, Hoang Van Thu, Hop Giang, thanh phé Cao Bang, Pién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Dé nghi quy co quan, don vi quan tAm trién khai thuc hién./.
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Phu luc
Théng tin 16 hong bao mat
(Kém theo Cong van so: /#0ITTCNTTTT-KTCCN ngay /3/9/2021
ciia Trung tam Céng nghé théng tin va Truyén théng Cao Bang)

1. Thong tin 16 hong bao mat

- Mb ta: LS hong ton tai trong MSHTML ctia Microsoft Windows, cho
phép d6i twong tan cong thuc thi ma tir xa.

- Piém CVSS: 8.8 (cao)

- Anh huwéng: cic phién ban Windows 7/8/8.1RT/10, Windows Server
2008/2012/2016/2019/2022.

2. Huéng dan khic phuc

Tai thoi diém hién tai chua c6 thong tin ban va cho 16 hong bao mat, tuy
nhién Microsoft c6 dwa ra bién phap khic phuc dé giam thiéu nguy co tan cong
boi 16 hong nay bang cach vo hiéu hoa tit ca cac cai dit ActiveX controls trong
Internet Explorer.

Cac budc thuc hién nhu sau:
Vo hi¢u héa ActiveX controls thong qua Group Policy:

Buéc 1: Trong phan cai dat Group Policy, chon Computer Configuration >
Administrative Templates > Windows Components > Internet Explorer > Internet
Control Panel > Security Page

Buwoc 2: Do1 vol moi Zone

1. Chon Zone (Internet Zone, Intranet Zone, Local Machine Zone hoac
Trusted Sites Zone)

2. Nhan dup vao Download signed ActiveX controls va Enable phan
policy. Trong phan tiry chon, nhén vao Disable.

3. Nhan dtap vao Download unsigned ActiveX controls va Enable phan
policy. Trong phan tiy chon, nhén vao Disable.

Microsoft khuyén nghi nén 4p dung cai dit nay cho tat ca cac khu vuc dé bao vé
toan bo hé théng dang sir dung.

Vo hiéu hoa ActiveX controls thong qua regkey:
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Budée 1: Dé vo hidu hoa cai dat ActiveX controls trong Internet Explorer &

tat ca cac zone, hdy dan phan sau vao file text va luu no véi phan mé rong file
reg:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\O]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\1]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\2]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\3]

"1001"=dword:00000003
"1004"=dword:00000003

Buwdéc 2: Nhan dap vao file .reg dé ap dung né vao Policy hive.
Budc 3: Khéi dong lai h¢ théng.
Vo hi¢u hoa tinh nang xem trudc trong Windows Explorer

Tat Shell Preview ngdn nguoi dung xem trudce tai lieu trong Windows Explorer.
Thuc hi¢n cac budc nhu sau doi voi tung tai li€éu mudn ngan chdn xem trudc

Budce 1: Trong Registry Editor, chon registry key phu hop:

D61 voi tai liéu Word:



5

e HKEY_CLASSES ROOT.docx \ ShellEx {8895b1c6-b41f-4clc-a562-0d564250836f}
o HKEY_CLASSES ROOT.doc \ ShellEx {8895h1c6-b41f-4c1lc-a562-0d564250836f}
o HKEY_CLASSES ROOT.docm \ ShellEx {8895b1c6-b41f-4clc-a562-0d564250836f}

Déi véi file text:
e HKEY_CLASSES_ROOT.rtf\ShellEx{8895b1c6-b41f-4c1c-a562-0d564250836f}

Budc 2: Sao luu 1 ban regkey

Buwdéc 3: Nhap dip vao Name va trong hop thoai Edit String, hdy xda Value
Data.

Budc 4: Chon OK.
3. Nguon tham khao
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40444
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