SO THONG TIN VA TRUYEN THONG CAO BANG  CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM CONG NGHE THONG TIN Doc 1ap — Tw do — Hanh phuc
VA TRUYEN THONG

S6: 03 /TTCNTTTT-KTCN
VIv Canh bao nguy co mi doc ma hoa dit lidu tin
cong vao hé théng thong tin cia cac co quan,
t6 chtre trén dia ban tinh Cao Bang

Cao Bdng, ngay 07thang 01 ndm 2021

Kinh gtri:
- Van phong Tinh uy;
- Van phong Boan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc s0, nganh, UBND cac huyén, thanh phé;
- Cac don vi su nghiép cong 1ap, doanh nghiép nha nudc.

Nham tang cuong bao dam an toan, an ninh mang, khong dé bi dong, bat ngo voi
moi tinh hudng tdn cong mang va phat tan thong tin xau doc, lay nhiém ma doc gay mat
an toan thong tin trén dia ban tinh. Qua cong tac theo ddi va ra soat an toan thong tin,
Trung tdm Cong nghé thong tin va Truyen thong — S¢ Thoéng tin va Truyén thong canh
bao nguy co ma doc ma hoa dur licu tan cong vao hé thong thong tin cta cac co quan,
t6 chure, cy thé nhu sau:

Ngay 31/12/2020, Trung tdm ghi nhan c6 méd doc ma hoa dir liéu (Ransomeware)
tan céng vao mot s6 may chu chay hé diéu hanh Window Server trén dia ban tinh, ma
doc dd ma hoa toan bo dir liéu ctia may tinh va thong bao yéu cau tra tién dé duoc giai
ma dir liéu da bi ma hoa. Pay la dang Ransomeware Globeimposter 2.0, mot loai ma
ddc ma hoéa dit liéu doi tién chude, ma doc nay dugc dong goi trong cac tép tin co thé
qua mat dugc mot $6 ph?m mém diét virus va hién tai chua c6 cong cu giai ma loai
ransomware nay.

M3 ddc nay lay nhidm chi yéu qua cac cach thire chi yéu sau:

- Tich hop v&i cac ing dung, phan mém khong rd ngudn gbe, phan mém bé khoa...

- Céc file dinh kém thu réc, thu gid mao.

- Tir cac trang web cung cap dich vu luu trir mién phi, website gia mao, CAc popup
quang cao, website chira n1 dung khong lanh manh.

- Tén cong mang co6 chu dich (APT).

Pé dam bao an toan thong tin cho hé thong thong tin tai don vi, Trung tim Cong
ngh¢ thong tin va Truyén thong kinh dé nghi cac co quan, don vi chi dao by phan
chuyén mén thyuc hién mot so ndi dung sau :
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1. Theo di va ngin chin mang cta don vi két noi dén IP: 89.39.107.61 (day la
may chu phat tan, di€éu khién, ma doc).

2. Ra so4t lai toan bo hé thong thong tin, may tinh cua co quan, don vi, thuc hién
kiém tra, danh gia dé chu dong phat hién va xu 1y kip thoi cac 16 hong bao mat. Thudng
Xuyén cap nhat ban va hé diéu hanh, ban va 16 héng bao mat cho cdc may chu, may
tinh, phan mém nhét 13 cac 16 hong dé diéu khién tir xa nhu: CVE 2020-0796, CVE-
2020-17022, CVE-2020-16898, CVE-2020-1374, CVE-2020-1301...

3. Tang cudng theo dbi giam st dong thoi thuong xuyén theo ddi kénh canh bao
cua cac co quan chirc nang va cac to chirc 16n vé an toan thong tin dé phat hién kip thoi
cac nguy co tan cong mang.

4. Nang cao canh giac, khong mé va click vao cac lién két (link) cling nhu céc tap
tin dinh kém trong email c6 chira cac tap tin dang .doc, .pdf, .zip,... dugc gui tu nguoi
la hodc neu email dugc gl tir ngudi quen nhung cach dat tidu dé hodc ngdn ngir khac
thuong, can thong bao cho bd phan chuyén trach quan tri hé thong hodc dam bao an
toan thong tin khi nhan dugc email nghi ngo.

5. Khong str dung cic cong cu, phan mém bé khoa, khong rd ngudn gc.

6. Khong truy cép céac trang web cung cap dich vu luu trit mién phi, website gia
mao, khong click vao cac popup quang cao...

7. Cai dit phan mém diét virus ban quyén va thuong xuyén cap nhat trén toan b
may tinh cta don vi.

8. Can trién khai lap dt mot s thiét bj toi thiéu dé dam bao an toan thong tin cho
h¢ thong may chu nhu: HE thong tuong ltra Firewall, HE thong phat hién, phong chong
xam nhap IDS/IPS, H¢ thong phong chong DOS/DDOS, proxy, Application firewall.

Trong truong hop can hd tro co thé lién hé dau dau mbi Gmg ctru su ¢ may tinh
tinh Cao Bang:

Trung tim Céng nghé thong tin va Truyén thong Cao Bang.

Pia chi: S6 009, Hoang Vin Thu, Hop Giang, thanh ph Cao Bang,

bién thoai: 0206.3955.899. Email: cbitc@caobang.gov.vn./.

Noi nhdn: GIAM DbOC
- Nhu trén;
- S6 TT&TT (dé blc);
- Phong BCVT-CNTT;
- Luu VT, KTCGCN.

Tri¢u Dinh Thang
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