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VIV canh bao 15 hdng bao mat nghiém trong
trong Camera IP Hikvision

Kinh gui:
- Van phong Tinh uy;
- Van phong Doan DPBQH va HDND tinh;
- Van phong UBND tinh;
- C4c s, ban, nganh, UBND céac huyén va thanh pho;
- Toa &n nhan dan tinh, Vién kiém sat nhan dan tinh;
- Cyc thué tinh, Cuc Hai quan tinh, Cuc Quan ly thi
truong tinh, Bao hiém x4 hoi tinh.

Thyc hién chie nang, nhiém vu dugc giao; qua hoat dong diéu phéi, hop
tac va chia sé thong tin ciia Mang ludi trmg ctru sy ¢ an toan thong tin mang quoc
gia, Trung tm Cong nghé thong tin va Truyen thong Cao Bang nhan dugc canh
bao tai Cong van so 1287/CATTT-NCSC ngay 22/9/2021 cia Cuc An toan thong
tin - B6 Thong tin va Truyén thong vé viéc 16 hong bao mat nghiém trong trong
Camera IP Hikvision.

Camera IP duoc cac co quan to chirc, doanh nghiép str dung kha phd bién
hién nay, 16 hong bao mat CVE-2021-36260 trén thiét bi Camera IP Hikvision
anh huong kha lon va c6 thé gy rii ro cho cac co so ha tang quan trong. L3 hong
nay c6 diém CVSS (hé thong tinh diém 16 hong) 1a 9.8 (muc d6 nghiém trong),
cho phep dbi tuong tan cong thyc thi ma tir xa ma khong can xac thyc, tu do chiém
toan quyén kiém soat thiét bi, thong qua do co thé truy cap va tan cong mang ndi
bd ctia co quan, to chire. (Thdng tin chi tzet diém yéu, 16 hong va hiedng dan khdc
phuc co tai phu luc kem theo Cong van s6 1287/CATTT-NCSC ngay 22/09/2021

cua Cuc An toan thong tin duoc gui kem).

Nham dam bao an toan thong tin cho hé théng ciia quy don vi, Trung tdm
Cong nghé thong tin va Truyén thong Kinh dé nghi quy co quan, don vi thuc hién
mot sO nd1 dung sau:

1. Kiém tra, ra soat va xac dinh hé théng thong tin c6 str dung va nhiing hé
théng thong tin c6 két ndi véi thiét bi Camera IP Hikvision; néu st dung can thyc
hién cap nhat firmware, tach riéng dai mang dung cho camera va han ché truy cap
dén cac dai mang khac.

2. Tang cudng gidm sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang, dong thoi thuong xuyén theo doi kénh canh bao



clia cac co quan chirc ning va céac td chire 10n vé an toan théng tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét c6 thé lién hé dau méi tng ctru su ¢b may tinh
tinh Cao Bang: Trung tdm Cong nghé thong tin va Truyén théng Cao Bang, Pia
chi: S6 009, Hoang Van Thu, Hop Giang, thanh phé Cao Béng, Dién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Pé nghi quy co quan, don vi quan tAm trién khai thuc hién./.
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