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VIV canh béo 15 hong méi trong
SolarWinds Serv-U Manager File Transfer
va Serv-U Secure FTP

Kinh gtri:
- Vian phong Tinh uy;
- Van phong Doan PBQH va HDND tinh;
- Van phong UBND tinh;
- C4c s, ban, nganh, UBND céac huyén va thanh pho;
- Toa &n nhan dan tinh, Vién kiém sat nhan dan tinh;
- Cuc thué tinh, Cuc Hai quan tinh, Cuc Quan ly thi
trudng tinh, Bao hiém x& hoi tinh.

Thuc hién chirc nang, nhiém vu dugc giao; qua hoat dong diéu phéi, hop
tac va chia sé thong tin ctia Mang ludi tng ctru s ¢6 an toan théng tin mang quc
gia, Trung tim Cong nghé thong tin va Truyén thong Cao Bing nhan duogc canh
béo tai Cong van s6 913/CATTT-NCSC ngay 14/07/2021 ciia Cuc An toan thong
tin - Bo Thong tin va Truyén thong vé viéc 16 hong mdi trong SolarWinds Serv-
U Manager File Transfer va Serv-U Secure FTP.

Serv-U Manager File Transfer va Serv-U Secure FTP 1a 2 phan mém, ng
dung dugc su dung trong nhiéu hé thong cong nghé thong tin cta cac co quan, tO
chuc dé quan ly, kiém soat viéc truyén, chia sé tép tin bén trong va bén ngoai don
vi. L& hong bao mat (CVE-2021-35211) trong Serv-U Manager File Transfer va
Serv-U Secure FTP, anh huéng dén phién ban Serv-U v15.2.3 HF1 (phat hanh
ngay 05/5/2021) va tit ca cac phién ban trude do. Pbi tuong tin cong co thé khai
thac 16 hong bao mat nay thong qua giao thirc SSH, tir d6 thue thi ma tir xa véi
dic quyén cao hon trén may cha muc tiéu. (Théng tin chi tiét diém yéu, 16 hong
va hwéng dan khdc phuc cé tai phu luc kém theo Céng vin sé6 913/CATTT-NCSC
ngay 14/07/2021 cua Cuc An toan thong tin dwoc gii kem).

Nham dam bao an toan thong tin cho hé théng ctia quy don vi, Trung tim
Cong nghé thong tin va Truyén thong Kinh dé nghi quy co quan, don vi thuc hién
mot s6 ndi dung sau:

1. Kiém tra, ra soat may chii c6 cai dat SolarWinds Serv-U Manager File
Transfer va Serv-U Secure FTP dé phat hién va xur 1y kip thoi cac may chu c6 kha
nang bi doi tuong tan cong khai thac thong qua 16 hong trén. Nang cép phién ban
tuong Umg theo phat hanh cua hang. Trong trudng hop chua thé nang cap Quy don
vi c6 thé ap dung bién phéap khéc phuc dé giam thiéu nguy co bi tin cong.



2. Tang cudng giam sat va san sang phuong an xu Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, dong thoi thuong xuyén theo doi kénh canh bao
cua cac co quan chirc nang va cac t6 chirc 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong truong hop can thiét c6 thé lién hé dau mdi ung clru sy ch may tinh
tinh Cao Bang: Trung tam Cong nghé thong tin va Truyen thong Cao Bang, Pia
chi: S6 009, Hoang Van Thy, Hop Giang, thanh phé Cao Bang, Pién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Pé nghi quy co quan, don vi quan tAm trién khai thuc hién./.
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