Hwéng dan tich hep chir ky sé sit dung SIM-PKI
1. Giéi thiéu chung vé giai phap tich hep Ky sé cho &ng dung di dong
1.1. M6 hinh hé théng
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Trong md hinh trén AP Sign Service (AP) la may chu dich vy hd tro ky sd
trén thiét bi di dong. May cha dich vu AP s& két ndi dén dich vu ky s di dong
(MSSP) ciia Ban Co yéu Chinh phu dé guri yéu cau ky sé dén SIM-PKI va nhan
két qua ky sb sau d6 dong géi theo dinh dang chix ky sé PDF. Ngoai ra, may chu
dich vu AP két ndi dén cac dich vu ching thuc cua hé théng CA chuyén dung
Chinh phu dé kiém tra ching thu s6 (OCSP, CRLs) va dé tich hop dich vu cap
dau thoi gian (TSA) trong qué trinh ky s6 va kiém tra chit ky sé.

1.2. Yéu cau vé phan mém

- Phan mém hd tro tich hop ky s6 cho tng dung di dong mpkicrypto-v1.0.x,
bao gom:

+ Thu vién tich hop Ky s6 tép PDF sir dung SIM-PKI: MPKICrypto.dll

+ ASP.NET WebSerivce tich hop thu vién MPKICrypto:
MPKIWebService. WebService cung cap API ky PDF tu dong xac dinh vi tri chix
ky theo mau du thao cong vin hoic ky sé PDF vai vi tri duoc xac dinh trudc.



- B6 cbng cu tich hop duoc xay dung trén .Net Framework 4.5

- WebService ky s chay trén WebServer 11S 8.5

1.3. Y&u cau vé phan cirng may chii dich vu AP

- Phan cing may chu dich vu AP ¢4 thé theo lya chon duéi day, hodc twong

duong:

Hé diéu hanh

Windows Server 2012

etc

CPU, RAM, Hard drive,

core/85W)

CPU: 1 x Intel® Xeon-Silver 4110 (2.1GHz/8-

GB)

Memory: 2 x 16 GB RDIMM DR 2600 MT/s (2 x 16

Hard drive: Intel D3-S4510 960GB, SATA 6Gb/s,
3D, TLC 2.5", 7.0mm

Adapter plus

Network Controller:

1Gb Ethernet 2-Port 331i

2. Chi tiét thw vién hd tro tich hgp MPKICrypto.dll

2.1. Cac lop chinh cia thuw vién

- PdfSigner: L6p thuc hién chic nang ky sé6 PDF

- PdfVerifier: Lép thuc hién chire nang xac thuc PDF

2.2. Cac thanh phdan cia lép PdfSigner

a. Cac thudc tinh:

Tén thuac tinh Kiéu dir liéu Ghi chu
InputPdf String Puong dan tép PDF dau vao dé ky so
OutputPdf String Puong dan tép PDF di ky sd
Cert X509Certificate2 Chung thu s6 ngudi ky. Puoc lay tir AP hoic
MSSP tir s6 dién thoai ciia nguoi ky. Truong
chi doc
TsaUrl String Dia chi may chu dich vu cip dau thoi gian
TSA
Signaturelmage System. Hinh anh chi ky
Drawing.
Image

SignatureAppearance

PdfSignatureAppearance.

RenderingMode

Ché do hién thi chix ky: Hinh anh (GraPHIC);
Hinh anh va Thong tin
(GRAPHIC_AND_DESCRIPTION);

Thong tin (DESCRIPTION)

MSSPMode

Bool

- True: st dung dich vu MSSP dé ky so trén
SIM;




- False: St dung AP caa BCYCP dé test ky s6
SIM (Khéng can thyc hién test trén may c6 1P
cb dinh di ding ky)

Phone String S6 dién thoai SIM-PKI caa ngudi ky

MessageToBeDisplayed String Théng bao xac nhan ky sb s& hién thi trén dién
thoai lip SIM-PKI khi yéu cau ky sé duoc guri
téi dién thoai

SignerName String Ho tén nguoi Ky phé duyét van ban dién tir

APCertificate String Puong dan keystore ding nhap MSSP do
BCYCP cip dang file .p12

APCertPassword String Mat khau file p12

APID String Tén dang nhap MSSP do BCYCP cip

APPWD String Mat khau dang nhap MSSP do BCYCP cap

AllowOnlineCheckingCert | Bool Kiem tra trang thai chimg thu s6 ngudi ky truc
tuyen

AllowCheckingCertViaOCSP | Bool Kiém tra ching thu s6 nguoi ky bang dich vu
OCSP

SignatureWidth Int Do rong chir ky theo don vi Points (1px =
0.75pt)

SignatureHeight Int Do cao chir ky theo don vi Points

b. Cac phuong thirc:

- Contructor khéi tao doi nwong: public PdfSigner(string inputPdf, string

outputPdf, String phone, String signerName).

Bao gom cac tham sé:

+ inputPdf: Puong dan tép PDF can ky;

+ outputPdf: Puong dan luu tép PDF da ky;

+ phone: Sé dién thoai SIM-PKI caa ngudi ky;

+ signerName: Tén ngudi ky van ban phat hanh

- Ham ky sé tw déng xdc dinh vi tri chi ky: public void SignApprove()
Céc 16i phat sinh:

+ ArgumentException: Tham sb ky khéng hop 1¢

+ GetCertException: L&i qua trinh lay ching thu sé tir MSSP hoic AP
+ CertCheckingException: L&i qua trinh kiém tra ching thu sd

+ SignatureException: Li ky so

+ Exception: L&i tién trinh

- Ham xem trueéc file ky: public void PreviewSignature()



Véi ham nay, cac tham sé can thiét 1a duong dan tép dau vao, tén nguoi ky van
ban, va hinh anh chit ky. Ham s& tra vé file PDF v&i hinh anh chit ky duoc gan
trén PDF dé ngudi ding kiém tra xem qua trinh tu dong xéac dinh vi tri chit ky c6
chinh xac hay khong? Do chi gdn hinh dnh chéi ky ma khéng c6 ngi dung chi
ky nén khi kiém tra chiz ky sé nhdn dwec khéng bao 16i dinh dgng cha ky.

Céc 16i phat sinh:

+ ArgumentException: Tham sb ky khéng hop 1¢
+ SignatureException: L3i ky s6

+ Exception: L3i tién trinh

- Ham ky sé Véi toa do xdc dinh truéc: public void SignLoc(int iPage, int I1x, int
lly, int iWidth, int iHeight)

Céac tham sb yéu cau:

+ iPage: 1a trang dat hién thi chit ky

+ [Ix: toa d6 X cuia diém duai bén trai (lower left X) caa khung hién thi chit ky
+ Ily: toa d0 Y cuia diém du6i bén trai (lower left Y) caa khung hién thi chix ky
+ i{Width: do rong khung hién thi chit ky

+ iHeight: d6 cao khung hién thi chix ky

Céc 16i phat sinh:

+ ArgumentException: Tham sé ky khéng hop 18

+ GetCertException: L&i qua trinh lay ching thu sé tir MSSP hoic AP

+ CertCheckingException: L&i qua trinh kiém tra ching thu sd

+ SignatureException: L3i ky s6

+ Exception: L&i tién trinh

- Cap ham thuec hién ky sé véi ma xéc thyc (Validation Code — VC):

+ Ham tao mé xac thuc: public ValidationInfo CalculateVC()

Ham nay s& thuc hién tao ma xac thyc tir cac tham sé ky so: tép dau vao, hinh anh
chit ky, ching thu s6 nguoi ky, thiét 1ap hién thi chit ky trén tai liéu PDF.

Lép ValidationInfo bao gom cac théng tin sau:

public class ValidationInfo

{ L
//1. Chudi ma xac thuc dé hién thi trén giao dién App di dong
public String ValicationCode { get; set; }



//2. Tén truong chir ky trén tai liéu PDF
public String FieldName { get; set; }

/13. Tén tép PDF can ky sb

public String FileName { get; set; }

//A. Puong dan tép tam duoc sinh ra, dung dé dong goi
I/ chit ky s6 & ham SignFinal

public String TempFileName { get; set; }
//5. Chimg thu sé nguoi ky

public byte[] SignerCert { get; set; }

//6. Ma bam cua tai licu PDF

public byte[] Digest { get; set; }

//7. Ma bam va thong tin thoi gian ky
public byte[] SecondDigest { get; set; }

Két qua cia ham CalculateVC s& dugc str dung trong ham SignFinal duéi day.
Ung dung di dong sé lay gia tri ValicationCode va hién thi trén giao dién. Sau do,
AppService s& goi ham SignFinal, dé giri yéu cau Ky trén SIM, trén SIM s& tinh
toan lai gia tri ValidationCode va hién thi trén man hinh xéac nhan ky sé. Khi do
nguoi dung co thé so sanh hai gia tri ValidationCode hién thi trén giao dién app
va trén thdng béo xac nhan ky s dé dam bao tinh chinh xac cua giao dich.

+ Ham hoan thanh ky sé: public void SignFinal(ValidationInfo vi)

Tham s6 ham 12 két qua dugc tinh tir ham CalculateVC. Ham nay sé goi dén SIM
dé thuc hién ky s, trong qua trinh d6, mi xac thuc s& duoc hién thi trén thdng
bao xéac nhan ky sé dé nguoi dung kiém tra.

3. Yéu cau can trién khai

- May chi hé diéu hanh Windows (c6 thé may ao) dé cai dat dich vu hd tro ky s6
di dong (AP — Application Provider). Trén may chu c6 cai dat Web Server 1IS.
(Vi du: Windows Server 2012, 11S 8). Néu hé théng may chu QLVB hoic may
chu dich vu cho ung dung di dong cua don vi dang str dung Windows Server thi
c6 thé st dung chung.

- bia chi IP dau ra cb dinh dé may cha dich vu ky s6 di dong trén c6 thé két ndi
dén dich vu MSSP (Mobile Signature Service Provider) cua Ban Co yéu Chinh
phu.

- Tén mién (domain/subdomain) dé cip chimg thu sé SSL cho dich vu hd tro ky
$6.



4. Cac bwéc trién khai tich hop ky sé trén di dong sic dung SIM-PKI

- Buéc 1: Cung cap dia chi IP dau ra cuia may chu sé cai dat dich vu hd tro ky s6
di dong (AP) dé Ban Co yéu cap thdng tin truy cap vao dich vu MSSP bao gom:
apid va password.

- Budc 2: Lap danh sach yéu cau dang ky cap ching thu sé SSL cho dich vu hd
tro ky s6 va chung thu sé dé dang nhap dich vu MSSP cua BCY.

- Buéc 3: Xay dung Webservice trén .Net Framework 4.5 tro 1én dé tich hop thu
vién hd trg ky s6 tép PDF str dung SIM-PKI.

Trong trudng hop don vi chua xay dung xong WebService riéng, thi c6 thé su
dung mau WebService dung san dé kiém thir giai phap.

- Budc 4: Trién khai cai dat WebService ky s6 1én may cha APP Server. Cau hinh
SSL, véi yéu cau: Client Certificate dit Require.

- Bué6c 5: Tich hop WebService ky s6 vao App Service cia tng dung di dong
5. Ludng dir liéu Ky sé

1. Xem néi dung PDF 3. Ky s6 PDF
(PDF, Metadata) (PDF, Image, Phone) ™| H
APP 2. Ky s6 PDF App AP Sign
(Metadata) H 8. Tra vé file PDF d3 ky .
9. Hién thi két qua ky s6 Service (Signed PDF) Service
(Signed PDF)

7. Gli chit ky vé AP 4. GUri yéu cau ky trén SIM
(RSA Signature) (Hash PDF)

6. GUi chir ky vé MSSP qua SMS/SMPP
5. GUri dit liéu ky dén SIM qua SMS
(Hash PDF)

- Bude 1: Nguoi ding ma giao dién App trén di dong xem noi dung tép PDF can
ky

- Budc 2: Nguoi dung thao tac ky sé trén giao dién App, App s& gii thong tin can
thiét vé file PDF can ky cho App Service.

- Budc 3: App Service lay noi dung PDF can ky, théng tin anh chix ky caa nguoi
ky, s6 dién thoai nguoi ky va goi API ky sé trén AP Sign Service.

- Budéc 4: AP Sign Service thuc hién bam ni dung tai liéu PDF can ky s6 va gui
yéu cau ky sb d¢én SIM théng qua MSSP

- Bu6c 5: MSSP gtri yéu cau ky sb nhan duoc tir AP Sign Service dén SIM thdng
qua SMS vaéi dit ligu bam noi dung PDF.



- Budc 6: SIM thuc hién ky sé va tra vé gia tri chit ky sé6 RSA Signature cho
MSSP thdng qua SMS.

- Budc 7: MSSP tra vé gia tri chit ky s6 RSA Signature cho AP Sign Service dé
dong goi theo dinh dang PDF va luu thanh file PDF da ky.

- Bud6c 8: AP Sign Service tra vé file PDF di ky cho App Service

- Budc 9: App Service théng béo két qua, App hién thi két qua ky s cho nguoi
dung.

6. Thiét 1ap may chi dich va AP
6.1. Phan citng may cha dich vu AP c6 thé theo lwa chen sau:

Hé diéu hanh Windows Server 2012

CPU: 1 x Intel® Xeon-Silver 4110 (2.1GHz/8-
core/85W)

Memory: 2 x 16 GB RDIMM DR 2600 MT/s (2 x 16
CPU, RAM, Hard drive, | GB)

etc Hard drive: Intel D3-S4510 960GB, SATA 6Gb/s,
3D, TLC 2.5", 7.0mm

Network Controller: 1Gb Ethernet 2-Port 331i
Adapter plus

6.2. Yéu cdu
- Y&u cau phai c6 Static IP d¢au ra cho may chu AP dé cap apid

- Yéu cau domain dé cip chung thu sé cho webservice va ching thu sé cho AP
két ndi MSSP.

6.3. Cdc bwdc cai dat dich vu AP:
Buéc 1: Cai dat .net framework 3.5, 4.5. Y&u cau: File cai dat .Net 3.5

Buac 2: Cai dat dich vu web server 11S. Cha y Enable Client Certificate Mapping
Authentication.

Budc 3: Cai dat Webservice MPKISignService. Cau hinh license, AP certificate
(p12), MSSP_MODE, APID va Password, Dich vu OCSP, CRL. C4u hinh SSL
Client Authentication, Configuring 1IS Mapping: Disable Anonymous
Authentication.

Budc 4: Test tng dung két ndi dén dich vu.



