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BO THONG TIN VA TRUYEN THONG CONG HOA XA 0

AVIET NAM
CUC AN TOAN THONG TIN Poc lap | anh phuc
S6:/5 /BC-CATTT Ha Néi, ngc‘zyﬂ thang F ndm 2021
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 06/2021
va thong ké két ndi chia sé thong tin vé ma doc

1. Thong tin canh bao vé cac 16 hong bao mat trong thang

Canh bao s6 2210/BTTTT-CATTT
ngay 22 thang 06 nam 2021 vé viéc
du bao sém nguy co tan cong mang
trén dién rong.

Canh bao s6 806/CATTT-NCSC
ngdy 29 thang 06 nam 2021 vé viéc
04 16 hong méi trong BIOS ctia
may tinh, thiét bi Dell.

Nham hd trg kip thoi cac don vi trong cong tac dam bao an toan thong tin,
bén canh hoat dong du bao ciing nhu canh bao vé diém yéu, 16 hong va nguy co
tan cong mang, Trung tim Giam sat an toan khong gian mang qudc gia (NCSC),
Cuc An toan thong tin tiép tuc theo ddi, canh bao dén cic co quan to chuc thong
qua hé thdng cac don vi chuyén trach vé CNTT/ATTT khi phat hién da c6 tan
cong vao hé thong cua cac co quan, td chure, ddc biét cac cudce tan cong vao cong
thong tin dién tr cia co quan, td chirc nha nudce dé dua ndi dung hinh anh doc hai
khéng chi anh hudng dén t6 chirc ma con gy anh huong dén khong gian mang
Viét Nam. (Thong tin chi tiét vé cac hé théng da bi tin cong trong thang dugc cap
nhat phu luc kém theo).
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2. Tinh hinh lay nhiém ma déc trén ca nuwéc

Trong thang, Hé thong k¥ thuat cia Trung tim Giam sat an toan khong gian
mang qudc gia (NCSC) di ghi nhan 1.080.006 dia chi IP cua Viét Nam nam trong
mang botnet, trong d6 c6 204 dia chi IP cia co quan, t6 chirc nha nudc (22 dia chi
IP Bo/Nganh, 182 dia chi IP Tinh/Thanh) tang 3.03% so vdi thang 05/2021.

Danh sach cac don vi c6 dia chi IP nam trong mang botnet ma Trung tam
NCSC phat hién c¢6 tai phu luc 3 kém theo.

Sé Iwong dia chi IP ndm trong mang
botnet

Thong ké so lwgng ma doc/botnet Thong ké so lwgng mé doc/botnet
tai mot so dia phwong B§ nganh va co quan truc thuge

Chinh phu

Lam Dong

Ha Noi »
Kiém toin Nha nude
Thanh Hoa , )
B¢ Khoa hoc&Cong nghe
Ll G 2 Pai 'l"iéng noi Viét Nam
Da Nang 38 vien Han lam KH&CN VN
0 10 20 30 40
# S6 lwgng dia chi IP #S$6 luong dia chi [P

Théng tin chi tiét vé cac dia chi IP ndm trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/Nganh, Tinh/Thanh c6 thé tra ctu, cip nhat thong
tin thudng xuyén thong qua tai khoan di c6 trén Hé théng giam sat tir xa do Trung
tam Giam sat an toan khéng gian mang qudc gia (NCSC) cép. Thong tin tir Hé
théng ciing c6 thé tham khao, str dung dé danh gia hiéu qua giai phap giam sat,
phong chéng ma doc tap trung dang trién khai.



3. Tinh hinh chia sé dir liéu theo Chi thi 14/CT-TTg 2018

Bén canh viéc giam sat tir xa dua trén dai dia chi IP tinh do B/Nganh,
Tinh/Thanh cung cdp, Cuc ATTT hién da trién khai két ndi chia sé thong tin vé
ma doc theo chi dao tai Chi thi s6 14/CT-TTg ctia Thu tuéng Chinh pht ban hanh
ngay 25/5/2018 vé viéc nang cao nang luc phong, chéng phan mém doc hai.

Pén hét thang 06/20201 da c6 81 don vi (60 Tinh/Thanh, 21 Bo/Nganh)
thuc hién két ndi chia sé thong tin vé ma doc v6i Trung tim Giam sat an toan

Thong ké so lugng
Co quan Nha nudc
chia sé thong tin

# Chia sé day
di

@ Chia sé chua
day du

# Chua chia sé
thing tin

khong gian mang qubc gia (NCSC).

- Pay la s6 luong thong ké cia Co quan Nha
nuéec bao gébm ca co quan Bo/Nganh va
Tinh/Thanh. Trong do:

v D3 chia sé thong tin twong dbi day
du: 23 don vi (1 Bo/Nganh, 22 Tinh/Thanh)
v Chia sé thong tin chua day du: 46
don vi (16 B/Nganh, 30 Tinh/Thanh)

v Chua chia sé thong tin: 15 don vi (11 Bo/Nganh, 4 Tinh/Thanh)

Mot s6 don vi dang tich cuc trién khai theo chi dao ctia Thu tuéng Chinh
phti gdm Ban Quén ly Ling Chi tich HCM, B$ Xay dung, B Y té, Thai Binh,
Lao Cai, Long An, Nghé An, Tay Ninh,... Day la nhiing don vi trién khai chia
sé dir liéu tuong dbi tot (co trén 50% cac may trén dia ban da dugc cai dat giai
phap phong chdng ma doc va chia sé day du thong tin véi Trung tdm Gidm sat an
toan khong gian mang qudc gia).

S6 lwong may chia sé két noi thang 06:

Vién Han lam KHCN
Bo NoOi vu

Vin phong Chinh phu
Ban Quan ly Ling

BOY té

Bo TN&MT

Pai Tiéng Noi Vit Nam

Kiém toan Nha nudc

228

499

1282
1164

527

481

174

3142 Vinh  Hung Yén  Hai Quing LLam
Long Duong Neai Dong

1000 2000 3000 4000
@ 86 luong may chia se két ndi

# S0 lugng may chia s¢ thong tin
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4. Thong tin chung diém yéu 16 hong

Trong thang, Hé thong k§ thuat cia NCSC da ghi nhan c6 1.732 diém yéu,
16 hong an toan thong tin tai cac hé thong thong tin clia cac co quan t6 chirc nha
nuge. L hong gdy mat an toan thong tin ton tai trén nhiéu may tinh da két noi,
chia sé thong tin.

SO luong diém yéu, 16 héng néu trén 1a rat 16n, do d6 Cuc ATTT da chi dao
Trung tam Giam sat an toan khong gian mang qudc gia trién khai danh gia, xac
dinh cac 16 hong nguy hiém, c6 anh hudng trén dién rong va huéng din cac
B6&/Nganh khac phuc. Bac biét c6 mét s6 16 hong dé va dang dugc cac nhom tan
cong loi dung dé thuc hién cac cudc tan cong APT. Dudi day la mot s6 16 hong
van con ton tai trén nhiéu may chua dugc xir ly.

SO lwgng SO lwong

.  Madiémyéw may ton tai  mdy ton

16 hong 16 hong  tai 16 hong

thang 05 thang 06

https://msrc.microsoft.com/update-
CVE-2020- .
o guide/en-US/vulnerability/CVE-
2020-1097
https://msrc.microsoft.com/update-
CVE-2020-
2 sesk 1.636 1.290 guide/en-us/vulnerability/CVE-
2020-0655
CVE-2019-
3 1312 1.093 Tham khao Bao cao thang 9/2019
0708 J
CVE-2015-
4 0009 982 792 Tham khao Béo cao thang 9/2019
(MS15-014) |
CVE 2013-
5 3900 921 744 Tham khao B4o céo thang 8/2019
(MS13-098) L
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Nhim dam bao an toan hé théng, deé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan Nha nudc phéi hop vai cac don vi thuc hién ra soat xac
dinh va tién hanh “Va” cac 16i trén hé thong dac biét 1a cac 16 hong néu trén./.

Noi nhin: A

- Hé thong cac don vi chuyén trach vé ATTT/CNTT TL. CUC TRUg NG

cua cac bg, nganh, SO TT&TT cac tinh, thanh phé Q GIAM DQC .
truc thuge Trung uong; TRUNG TAM GIAM SAT AN TOAN
- Cuc truong (de b/c); KHONG GIAN MANG QUOC GIA

- Luu: VT, NCSC.
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Phu luc 1
Danh sich cac don vi chwa trién khai giai phap phong chong
ma dc dap ing yéu ciu cia Chi thi s6 14/CT-TTg nam 2018
(Chua két ndi chia sé dit liéu vé Cuc ATTTT)

1. P6i voi Bé/Nganh

B§/Co quan ngang B¢/ Co quan trye thuge Chinh phi

Bo Cong Thuong (dang két ndi)
p: B6 Giao duc va bao tao
3 B6 LBTB&XH
4 Bo Nong nghiép va Phat trién nong thon
5 Uy ban Dan toc
L
6 Hoc vién Chinh tri Qubc gia Hb Chi Minh
T
i « Vién Han lam Khoa hoc Xa hoi

2. P6i véi Tinh/Thanh

Tinh/Thanh

2 Quang Nam
3 Yén Bai

Ghi chii: Thong tin vé cac Bo/Nganh, Tinh/Thanh chua thuc hién két ndi chia sé
thong tin vé ma doc s& dugc Cuc ATTT tong hop, béo cao hang thang nhiam dén
déc viée thuc hién chi tiéu ma Chinh phu dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 cua Chinh phu. Cu thé: "90% céc bd, nganh, dia phuong két ndi véi
Trung tdm Gidm sat an toan khong gian mang quc gia".
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Phu luc 2

Danh sach diém yéu 18 héng phé bién da c6 hwong din k§ thuat

STT  Ma diém yéu/ 16 Ghi chi
héng

1 CVE-2019-0708 Tham khéao Béo cao thang 8/2019

2 CVE-2013-3900 Tham khao Béo céao thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Béo cao thang 8/2019
(MS14-060) Sandworm APT

4 CVE-2015-0009 Tham khao Béo céao thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Béo céo thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khao Béo cao thang 9/2019
(MS15-028)

7 CVE-2014-0315 Tham khao Bao céo thang 10/2019
(MS14-019)

8 CVE-2017-0144 | Tham khao Bdo céo thang 10/2019
(MS17-010)

9 CVE-2013-3129 | Tham khao Béo cdo thang 11/2019
(MS13-053)

10 ( CVE-2015-0073 | Tham khao Béo céo thang 11/2019
(MS15-025)

11 CVE-2015-0080 | Tham khao Bao céo thang 11/2019
(MS15-024)

12 CVE-2015-0076 | Tham khao Béo céo thang 12/2019
(MS15-029)

13 CVE-2013-3940 | Tham khao Bao céo thang 12/2019
(MS13-089)

14 CVE-2015-0012 | Tham khao Béo céo thang 12/2019
(MS15-017)

15 CVE-2014-0260 | Tham khao Bao céo thang 01/2020
(MS14-001)

16 CVE-2014-1818 | Tham khao Béo cao thang 01/2020
(MS14-036)

17 CVE-2014-6352 | Tham khao Bao cao thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 | Tham khao Bao cao thang 02/2020
(MS14-007)

19 CVE-2014-4148 | Tham khao Bao cao thang 02/2020
(MS14-058) APT 31




8

20 CVE-2015-0078 | Tham khao Béo cao thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khao Bao céo Thang
(MS08-067) 03/2020

Silence APT

22 CVE-2014-2778 Tham khao Béo céo Thang
(MS14-034) 03/2020

23 CVE-2013-3891 Tham khao Béo cdo Thang
(MS13-086) 03/2020
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Phu luc 3 .
Danh sach cac don vi phat hién ¢6 dia chi IP nam trong mang botnet

1. Danh sach Tinh thanh

S6 lwong Ip S6 lwgng Ip

botnet Loai ma d@c/botn:et'
thang 6

' curs, Wannacry, -
- Gamut, Avanlanche, '

2 Other, Sality,
Lai Chau 56 23 Wannacry,Lethic,
Conﬁker, Avalanche
3 : " - . Other, Lethlc, Necurs,
. . Avalanche '
4 Lethic, Necurs,
Ha Noi 22 06 Stealrat, Wannacry,
Avalanche

LEf"’i’vakspa, Wannacry,
' Lethlc, Other,
Avalanche

- Lam Déng

6 Wannacry, Lethic,
Long An 17 02 Other, Avalanche

- Lethxc, Necurs,
- Gamut, Conficker,
_ Avalanche

8 o Sality, Conficker,
Dién Bien 14 07 Necurs, Avalanche

- Wannacry, Lethic,
Other ;Conﬁcker




Dong Thap
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Wannacry, Lethic,
Avalanche

Lethic, Wannacry,
Other, Avalanche,
Necurs, Pykspa

Necurs, Stealrat,
Avalanche

Conficker, Lethic,
Avalanche

Wannacry, Stealrat,
Other, Avalanche

Avalanche, Other




§

74 BaRiaVing

Tau 05 07

26  Tuyén Quang 05 01 Avalanche, Conficker

Avalanche

30 Ha Tinh 04 03 Wannacry, Lethic,
, Avalanche

32 . Lethic, Emotet,
Binh Buong % e Necurs, Avalanche

34 Quang Tri 03 0 Avalanche

36 Binh Phuéc 02 02 Avalanche, Conficker
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40 Bic Kan 01 01 Avalanche, Wannacry

42 Ao Wannacry, Lethic,
e i 0 Other, Avalanche

43 BéngNm o1 . s Avalanche

2. Danh sach Bo nganh

) luong 1P L ,

valar he, Stealrat
_ ‘jhlc, Conﬁcker

Sality, Wannacry,
09 Stealrat, Conficker,
Avalanche

Vién Han lam khoa hoc
va Cong nghé Viét Nam

Sahty, Lethlc ,
Stealrat Necurs,
Wan " cry, Avalanche

Bo Khoa hoc:v 1 C6 ;
nghe

: Kiém toan Nha nudc 02 Wannacry, Lethic,
Avalanche



13

Phu luc4
Danh sach website (.gov.vn) bi tan cong trong thang
Pon bi B v adin Wa 24 gio | 48 gio’
TT | Website/Duwong dan chuyén 'd y chwa | chua
h dung o i 2 1
trach ’ xirly | xuly
Cuc Cong Trup & _xtam K,y
Nghiép — th.liat hAo trg pbAat
. idcs.gov.vn/ma.html | B Cong et c‘ong rnghlcp
A khu vuc phia Nam
- IDCS
Ban chi huy phong
) chicucthuyloiyenbai.g Yén Bai c‘hong. ;thlen’ tai va
ov.vn/er.php tim kiém cuu nan
tinh Yén Bai
www.bvntd.gov.vn/Fig | Bo Cong C}'l ¢ ce;mh tra‘xr.lh.Ya
3 bao vé nguoi tiéu
hter.txt thuong c
dung
Van phong diéu
] . phoi chuong trinh
http://nongthonmoihan L i, o .
4 oi.gov.vn/index.html RlaiNGn  (zay aung . fong
BOV: ' thon maoi thanh pho
Ha Noi
https://viole.gov.vn/pu | .. . .
blic/ckfinder/core/con l\glrfln Kl;llgg Vién tir dién hoc va
5 | nector/php/connector.p ~ 1 ~. | bach khoa thu Viét
hppublic/uploadsfiles/ e 24l Nam
pP Viét Nam
yawn.txt

Ghi chii: Mot s6 ngudn thong tin cong khai can bd chuyén trach tai cac don vi c6

thé chu dong theo ddi dé c6 phuong an xur ly sém nhat gdbm:

- http://www.zone-h.org

- http://phishtank.org
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