BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Péoc 1ap - Tu do - Hanh phiic
Sb: 4 /BC-CATTT Ha Néi, ngay 70 thdng 02 niam 2023
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 01/2023
va thong ké két noi chia sé dir liéu vé ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang.

Vin ban s6 50/CATTT-NCSC vé
viéc 16 hong bao mat anh hudng

cao va nghiém trong trong cac san

me Microsoft q ,
pham Microsoft cong bo thang
01/2023  phat hanh  ngay

11/01/2023.

2. Tinh hinh trién khai cong tic phong chong phin mém doc hai va
chia sé dir liéu ma dgc theo Chi thi 14/CT-TTg nam 2018.

Thuc hién Chi thi s6 14/CT-TTg ctia Thi tuéng Chinh phti ban hanh ngay
25/5/2018 vé viéc nang cao nang luc phong, chéng phﬁn mém ddc hai, Cuc An
toan thong tin di giao Trung tim Gidm sat an toan khong gian mang qudc gia
(NCSC) hd trg 14 doanh nghiép c6 giai phap phong chdng ma doc thuc hién két
ndi chia sé dit liéu ma doc theo van ban 2290/BTTTT-CATTT ngay 17/7/2018 vé
viéc huéng din két ndi, chia sé thong tin vé ma doc giira cac hé théng k¥ thuat.
Danh sach san pham phong chéng mi doc c6 kha nang két ndi chia sé dit lidu cap
nhat tai:  https://www.ais.gov.vn/thong-tin-tham-khao/danh-sach-san-pham-
phong-chong-ma-doc-co-kha-nang-ket-noi-chia-se-du-lieu.htm.

Pén hét thang 01/2023 da c6 84 don vi (62 Tinh/Thanh, 22 Bo/Nganh) trién
khai giai phap phong chéng ma doc tap trung va thuc hién két ndi chia sé thong
tin vé& ma doc v6i Trung tim Giam sat an toan khong gian mang qudc gia (NCSC).

Trong thang 01/2023, thong qua két ndi chia sé dir liéu vé ma doc tir 84 don
vi, Hé thdng k¥ thuat ciia Trung tim Giam sat an toan khong gian mang quéc gia
(NCSC) ghi nhan 80/84 don vi c6 két ndi thuong xuyén, 78/80 don vi c6 chia sé
vé hé diéu hanh cac may (tong sd may la 103.184).
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Mét s6 don vi ¢6 s6 lwgng may chia sé két ndi trong thang 01 twong doi
day du:
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Ghi chii: Hién trang trién khai giai phap phong chéng ma doc dap Gmg yéu
cau cta Chi thi s6 14/CT-TTg nam 2018 tai Phu luc I kém theo.

3. Tinh hinh trién khai cong tac giam sat an toan thong tin va két ndi
chia sé dir li€u giam sat theo Chi thi 14/CT-TTg nam 2019.

Thuc hién Chi thi s6 14/CT-TTg cua Thi tuéng Chinh phii ban hanh ngay
07/6/2019 vé viéc tang cudng bao dam an toan, an ninh mang nham cai thién chi
s6 xép hang cuia Viét Nam. Cuc An toan thong tin dd giao Trung tAm Giam st an
toan khong gian mang quéc gia (NCSC) hd tro 13 doanh nghiép co giai phap giam
sat an toan thong tin, thuc hién két ndi chia sé dit liéu theo van ban 2973/BTTTT-
CATTT ngay 04/9/2019 vé viéc hudng dan trién khai hoat dong giam sat an toan
thong tin trong co quan, to chirc nha nudc.

Pén hét thang 01/2023 di c6 87 don vi (63 Tinh/Thanh, 24 B6/Nganh) trién
khai cong tac gidm sat an toan thong tin va thuc hién két ndi chia sé dir liéu giam
sat voi Trung tAm Giam sat an toan khong gian mang quéc gia (NCSC).

Trong thang 01/2023, thong qua két ndi chia sé dir liéu giam sat tir 87 don
vi, Hé thong k¥ thuat ciia Trung tAm Giam sat an toan khong gian mang quéc gia
ghi nhan 67/87 don vi c6 két ndi chia sé dit liéu tuong d6i day du, 20/87 don vi bi
mat két ndi chia sé dit liéu.

Mot s6 domn vi c6 két noi chia sé dir liéu giam sat trong thang twong doi
day du:
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Ghi chu: Hién trang két ndi chia sé dit lidu giam sat tai Phu luc 2 kém theo.

4. Tinh hinh liy nhiém ma ddc trén ca nuéc

Trong thang, Hé théng k¥ thuat ciia Trung tAm Giam sat an toan khong gian
mang qudc gia (NCSC) da ghi nhan 388.531 dia chi IP cta Viét Nam nam trong

mang botnet (gidm 18.9 % so vé1 thang 12/2022), trong d6 c6 128 dia chi IP cua
cO quan, t6 chirc nha nudc (12 dia chi IP Bo/Nganh, 116 dia chi [P Tinh/Thanh).

S6 lwgng dia chi IP nam trong mang botnet
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Théng ké s6 luwgng ma Thong ké s6 lwgng ma ddc/botnet
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Ghi chii: Danh sdch cdc don vi ¢é dia chi IP nam trong mang botnet Trung
tam NCSC phat hién co tai phu luc 3 kem theo.

Thong tin chi tiét vé cac dia chi IP nam trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai Bo/N ganh, Tinh/Thanh c6 thé tra clru, cap nhat thong
tin thuong xuyén thong qua tai khoan di c6 trén Hé théng giam sat tir xa do Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC) cap. Thong tin tir Hé
thng cling c6 thé tham khao, st dung dé danh gia hiéu qua giai phap giam sat,
phong chéng ma doc tap trung dang trién khai.

5. Piém yéu, 1o hong ton tai trén may tinh cia cic co quan to chire.

Trong thang, Hé thong k¥ thuat cia NCSC da ghi nhan c6 1.752 diém yéu,
16 hong an toan thong tin tai cac hé thong thong tin cta cac co quan to chirc nha
nuge. Sb luong diém yéu, 16 héng néu trén 1 rat 16n, do d6 Cuc ATTT da chi dao
Trung tdm Giam sat an toan khong gian mang qudc gia trién khai danh gia, xac
dinh céc 16 hong nguy hiém, c6 anh hudéng trén dién rong va hudéng dan céac
Bo/Nganh khic phuc. Pac biét c6 mot s6 15 héng da va dang dugc cac nhom tan
cong loi dung dé thuc hién cac cudc tin cong APT. Dudi day 1a mot s6 16 hong
van con ton tai trén nhiéu may chua duoc xu 1y.

Ma diém yéu/ SL may bi
TT

16 hong anh huéng

https://msrc.microsoft.com/update-

guide/vulnerability/ CVE-2019-0708

1 CVE-2019-0708 2790

https://www.microsoft.com/en-

us/security/blog/2019/04/10/analysis

2 | CVE-2018-20250 504




-of-a-targeted-attack-exploiting-the-
winrar-cve-2018-20250-

vulnerability/

https://msrc.microsoft.com/update-

CVE-2022-3370 1340 _ »
guide/vulnerability/ CVE-2022-3370
https://nvd.nist.gov/vuln/detail/CVE-
3 | CVE-2023-0128 1235
2023-0128
https://access.redhat.com/security/cv
4 | CVE-2019-05126 530

e/cve-2019-19126

Bén canh cac diém yéu/I5 hong ghi nhan, Hé thong k¥ thuat cia NCSC con
phan tich va phat hién nhiéu may tinh cta co quan nha nudc c6 két ndi dén dia
chi IP/Domain nghi ngd doc hai do cac phan mém phong chéng ma doc da ghi
nhan. Thong ké TOP 4 két ndi nghi ngo phét sinh trong thang:

STT IP/Domain d¢c hai STT IP/Domain d¢c hai
1 disorderstatus.ru 3 atomictrivia.ru
2 sunvn.vin 4 differentia.ru

Nhim dam béo an toan hé théng, dé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan, td chirc phéi hop vai cac don vi thyc hién ra soat xac
dinh va tién hanh “V4” cac 15i trén hé théng dic biét 1a cac 16 héng néu trén./.

Noi nhin: KT TRUON
- Hé thdng cac don vi chuyén trach vé ATTT/CNTT ; CuC I{J, A G
ctia cac bd, nganh, S& TT&TT céc tinh, thanh phd PHO CUC TRUONG

tryc thude Trung wong;

- Thi truéng Nguyén Huy Diing (dé b/c);
- Cuc trudng (dé b/c);

- Cac Pho Cuc trudng;

- Trung tam VNCERT/CC, P. ATHTTT,
P. TT&HTQT;

- Luu: VT, NCSC.
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Phu lucl
TINH HINH TRIEN KHAI GIAI PHAP
PHONG CHONG MA PQOC PAP UNG YEU CAU CUA CHI THI
SO 14/CT-TTG NAM 2018
(Chua két ndi chia sé dit liéu vé Cuc An toan thong tin)
(Kém theo Bdo cdo s6 ~ /BC-CATTT ngay  thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

SL may chia
B¢/Co quan ngang B¢/ Co sé dir licu
quan truc thugc Chinh phu trong thang
01/2023
| B6 Cong Thuong 6
2 Bo Giao duc va Pio tao 0 Chua két ndi
3 B6 Giao thong van tai 28
4 Bo6 Ké hoach va Pau tu 907
5 B6 Khoa hoc va Cong nghé 456
6 B¢ Lao dong -~ThH’0'ng Binh va 0 Chua két ndi
Xa hoi
7 Bd Ngoai giao 3
8 B6 Noi vu 23
9 Bo Nong ng\hu;p v? Phat trién 0 Chua két néi
nong thon

10 B4 Tai chinh 256
11 B¢ Tai nguyén va Moi truong 79
12 B6 Tu phap 2011
13 | B Vin héa, Thé thao va Du lich 27

14 B0 Xay Dung 35




15 B Y té 0 Mat két n61 01
j thang tro 1én
Co két noi1 nhung
16 Ngan hang Nha nudc Viét Nam 0 chia s¢ thong tin
khong day du
17 Thanh tra Chinh phu 330
18 Uy ban Dén toc 0 Chua két nbi
S . . Mat két ndi 01
19 Van phong Chinh phu 0 thang tré lén
20 Ban Quéan ly Lang Chu tich 0 Mat két n61 01
HCM thang trg 1€n
21 Bao hiém Xa hoi 12002
22 Dai Tiéng néi Viét Nam 34
23 Pai Truyén hinh Viét Nam 149
24 Vién Hal;l lam Kl}oa hoc 3415
Cong nghé
25 Thong tin xa Viét Nam 0 Ma:t ket r{o1A01
: thang tr& 1€n
26 | Vién Han 1am Khoa hoc Xa hoi 0 Chua két ndi
27 Kiém toan Nha nudc 3162

2. Danh sach Tinh/Thanh

SL may chia sé

Tinh/Thanh dir li¢u trong

thang 01/2023
1 An Giang 242
2 Bic Giang 892
3 Bic Kan 38

4 Bac Liéu 73




5 Bic Ninh 1457

6 Ba Ria - Viing Tau 3052

7 Bén Tre 46

8 Binh DPinh 38

9 Binh Duong 0 Chua két n6i
10 Binh Phudc 2110

11 Binh Thuan 20

12 Ca Mau 1123

13 Can Tho 3091

14 Cao Bang 10

15 Dik Lak 2657

16 Pik Nong 1031

17 Da Ning 5121

18 Dién Bién 519

19 Pong Nai 39

20 Pong Thap 3522

21 Gia Lai 15

” Ha Giang 0 C6 két ndi nhung chia sé

thong tin khong day du




23 Hai Duong 2351
24 Hai Phong 9
25 Ha Nam 172
26 Ha Noi 296
27 Ha Tinh 1335
28 Hoa Binh 1321
29 Hb Chi Minh 33
30 Hau Giang 2912
31 Hung Yén 802
32 Khanh Hoa 10
33 Kién Giang 1255
34 Kon Tum 1456
35 Lai Chau 43
36 Lam Pong 2332
37 Lang Son 2023
38 Lao Cai 42
39 Long An 2934
40 Nam Dinh 26
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41 Nghé An 1831
42 Ninh Binh 76
43 Ninh Thuan 48
44 Pha Tho 87
45 Pht Yén 31
46 Quang Binh 507
47 Quang Nam 140
48 Quéang Ngai 4582
49 Quang Ninh 0 oﬁfégriqgé irr(l’)’élién
50 Quang Tri 678
51 Soc Trang 1021
52 Son La 1327
53 Tay Ninh 2312
54 Thai Binh 3008
55 Thai Nguyén 2627
56 Thanh Hoéa 2322
57 Thira Thién Hué 1999
58 Tién Giang 3996
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59 Tra Vinh 1565
60 Tuyén Quang 750
61 Vinh Long 2647
62 Vinh Phuc 1615
63 Yén Béi 2644

Ghi chii: - Mot s6 don vi ¢ s6 luong may chia sé dit liéu trong thang bang 0, do
d3d c6 két ndi chia sé dir liéu vé NCSC tuy nhién thong tin chia sé khéng day du.
NCSC khuyén nghi cac don vi kiém tra lai qua trinh chia sé két néi, khic phuc
tinh trang hié¢n tai.

- S6 luong may cua mdi don vi dugce tinh dua trén s6 luong may chia sé thong tin
vé hé diéu hanh cua cac may (trudng “OS” trong vin ban 2290/BTTTT-CATTT
vé viéc hudng dan két noi, chia sé thong tin vé mi doc giira cac hé thong k¥ thuat
phat hanh ngay 17 thang 7 nam 2018).
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Phu luc 11

TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT VE
CUC AN TOAN THONG TIN THEO YEU CAU CHI THI
SO 14/CT-TTG NAM 2019
(Kém theo Bdo cdo s6 ~ /BC-CATTT ngay  thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach By/Nganh

Bo¢/Nganh/Co quan Thoi gian bit dau Th(f‘ gan san n.hAat
trwe thuge Chinh phii | chia sé ditlign |, 2n3n duge dir ligu
we thuoc L4 phu " (tinh dén 31/01/2023)
1 Bo Cong Thuong 09/8/2020 31/01/2023
2 | Bo Giao duc va Bao tao 31/8/2020 31/01/2023
3 B6 Giao thong van tai 15/5/2020 17/01/2023
4 | B Ké hoach va Pau tu 20/11/2020 31/01/2023
5 | BOKhoahocvaCong 19/11/2020 31/01/2023
nghé
g | B0 Laodong- Thuong | 4,/ 550, 01/01/2022
Binh va Xa hoi
7 B9 Ngoai giao 24/7/2020 13/09/2022
8 BO Nji vu 30/7/2020 10/11/2022
g |BONongnghiépvaPhat| 554,509 31/01/2023
trién nong thon
10 B6 Tai chinh 15/12/2020 31/01/2023
17 | BO Tarnguyenva Mo 03/10/2020 31/01/2023
truong
12 Bo Tu phap 24/4/2020 31/01/2023
13 | B Van hoa, The thao 20/06/2020 31/12/2022
va Du lich
14 Bo6 Xay Dung 23/7/2020 15/01/2023
15 B Y té 17/7/2020 14/08/2020
16 | Nean hang Nha nude 02/7/2020 31/01/2023
Viét Nam
17 | Thanh tra Chinh phu 10/11/2020 24/08/2022
18 Uy ban Dién tdc 08/10/2020 10/06/2022
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19 | Vian phong Chinh phu 22/9/2020 21/12/2022
20 Bao hiém X4 héi 08/11/2020 31/01/2023
g1 | DaiTruyén hinh Vigt 14/9/2020 30/12/2022
Nam
22 | Vién Han Lam KHCN 22/9/2020 31/01/2023
o3 | Kiem toan Nha nuge 09/3/2021 08/11/2022
Viét Nam

2. Danh sach Tinh/Thanh

Thoi gian gan nhat
nhan dugc dir licu

Thoi gian bit diu chia

Tinh/Thanh

sE il (tinh dén 31/01/2023)
1 An Giang 30/9/2020 30/01/2023
2 Bic Giang 21/8/2020 18/01/2023
3 Bic Kan 01/9/2020 31/01/2023
4 Bac Liéu 09/10/2020 16/01/2023
5 Béc Ninh 23/7/2020 31/01/2023
6 | b° Ri_la_la-u\/ﬁng 20/7/2020 29/01/2023
7 Bén Tre 10/8/2020 31/01/2023
8 Binh Dinh 05/6/2020 09/01/2023
9 Binh Duong 241412020 31/01/2023
10 Binh Phudc 23/4/2020 31/01/2023
11 Binh Thuan 31/8/2020 31/01/2023
12 Ca Mau 15/5/2020 31/01/2023
13 Can Tho 13/4/2020 25/01/2023
14 Cao Bing 14/8/2020 31/01/2023
15 Pik Lak 17/6/2020 31/01/2023
16 Pik Nong 31/8/2020 31/01/2023
17 Pa Ning 09/6/2020 07/10/2022
18 Pién Bién 02/6/2020 31/01/2023
19 Pong Nai 15/6/2020 31/01/2023
20 DPdng Thap 14/7/2020 06/01/2023
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21 Gia Lai 14/9/2020 31/01/2023
22 Ha Giang 18/8/2020 31/01/2023
23 Hai Duong 04/9/2020 12/05/2022
24 Hai Phong 28/7/2020 31/01/2023
25 Ha Nam 22/9/2020 31/01/2023
26 Ha Noi 30/6/2020 11/01/2023
27 Ha Tinh 06/10/2020 29/01/2023
28 Hoa Binh 13/5/2020 18/01/2023
29 Ho6 Chi Minh 26/6/2020 31/01/2023
30 Hau Giang 02/10/2020 18/01/2023
31 Hung Yén 22/5/2020 31/01/2023
32 Khéanh Hoa 21/9/2020 31/01/2023
33 Kién Giang 24/9/2020 31/01/2023
34 Kon Tum 28/9/2020 29/01/2023
35 Lai Chéau 26/9/2020 01/01/2023
36 Lam Pong 22/10/2020 31/01/2023
37 Lang Son 08/10/2020 01/01/2023
38 Lao Cai 09/7/2020 31/01/2023
39 Long An 22/7/2020 31/01/2023
40 Nam Dinh 21/9/2020 08/08/2022
41 Nghé An 09/9/2020 20/12/2022
42 Ninh Binh 28/7/2020 18/01/2023
43 Ninh Thuan 01/9/2020 31/01/2023
44 Phua Tho 01/10/2020 31/01/2023
45 Phu Yén 30/11/2020 31/01/2023
46 Quang Binh 01/7/2020 03/01/2023
47 Quang Nam 14/9/2020 31/01/2023
48 Quang Ngai 12/8/2020 31/01/2023
49 Quéang Ninh 12/9/2020 18/03/2022
50 Quang Tri 24/12/2020 14/07/2022
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51 Soc Tring 12/8/2020 23/12/2022
52 Son La 13/7/2020 31/01/2023
53 Tay Ninh 08/7/2020 30/01/2023
54 Théi Binh 25/6/2020 05/07/2022
55 Thai Nguyén 19/11/2020 31/01/2023
56 Thanh Héa 29/9/2020 31/01/2023
57 | Thira Thién Hué 29/7/2020 31/01/2023
58 Tién Giang 24/9/2020 31/01/2023
59 Tra Vinh 29/7/2020 31/01/2023
60 | Tuyén Quang 19/11/2020 19/05/2022
61 Vinh Long 25/6/2020 31/01/2023
62 Vinh Phuc 30/6/2020 31/01/2023
63 Yén Bai 26/8/2020 31/01/2023
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Phu luc IIT
DANH SACH CAC PON VI PHAT HIEN CO PIA CHI IP
NAM TRONG MANG BOTNET
(Kém theo Bdo cdo so /BC-CATTT ngay thang nam 2023
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

S6 lwong S6 lwong
IP botnet IP botnet Loai ma
thang thang doc/botnet
12/2022 01/2023

Tén don vi

1 | Pai Tiéng noi Viét
6 7
Nam
2 Bo KAhoa hQCA va 4 3 Avalanche
Cong nghé
3 Kiém tofm Nha 1 1 Avalanche
nude
4 B Tu Phap 1 1 Avalanche

2. Danh sach Tinh/thanh

So lwong IP | S6 lwong IP

Tén don vi bot’net bot’net Loai ma dgc/botnet
thang thang
12/2022 01/2023

1 Lai Chau 26 13 Lethic, Avalanche,
Conficker

2 Thanh Hoéa 15 8 Avalanche

3 Ha Noi 13 12 Lethic, Avalanche

4 Lam Pong 6 4 Avalanche

5 Long An 3 3 Lethic
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" | LangSon 10 Haaianche

7 Pién Bién 6 Lethic, Avalanche

8 Nam Pinh 9 Avalanche

9 Ha Nam 10 Wannacry, Lethic,

Avalanche

10 Pong Thap 6 Avalanche

1 Gia Lai 4 Avalanche

C | monThn | Necurs, Stealra
13 Ninh Binh 3 Avalanche, Wannacry
14 Lao Cai 5 Avalanche

| s | s W e,
17 Thai Binh 6 Avalanche

18 Pik Nong 6 Avalanche, Other
19 | Ba Rié} Ving 3

Tau

20 | Tuyén Quang 3 Avalanche, Conficker
21 bik Lik 1
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22 Kom Tum

2| cinmo v L
| Py L
* | Binh Duong Neeurs Avalanche
26 Quang Trj Avalanche

27 Bén Tre Avalanche

28 Vinh Phic Avalanche

29 An Giang Avalanche

30 Ha Giang Lethic, Avalanche
31 Nghé An

32 Yén Bai

33 Quang Ninh

34 Vinh Long
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Phu luc IV

DANH SACH WEBSITE CO QUAN NHA NUOC (.GOV.VN)
BI TAN CONG TRONG THANG
(Kém theo Bdo cdo s6 ~ /BC-CATTT ngay  thdng ndm 2023
cua Cuc An toan thong tin)

. 24 48
) bon vi giv  gioy
TT  Website/Dwong dan chu’yen chua chua Da xuwr ly
trach S
xuly xwly
S& Thong
chodon.gov.vn/oni.html tin va
1 | http://pacnam.gov.vn/rea | Truyén X
dme.txt thong Bac
Kan
S& Thong
https://phuongnguyenthai tin Ve
. Truyén
2 binh.gov.vn/wp- A X X
content/xx.txt thong
' TP.H6 Chi
Minh

Ghi chii: Mot sb ngudn thong tin cong khai can bd chuyén trach tai cac don vi co
thé chii dong theo ddi dé c6 phuwong an xr Iy sém nhat gom:

- http://www.zone-h.org

- http://phishtank.org


http://www.zone-h.org/
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Phu luc V
DANH SACH PIEM YEU LO HONG PHO BIEN
PA CO HUONG DAN KY THUAT
(Kém theo Bdo cdo s6  /BC-CATTT ngay  thdng
cua Cuc An toan thong tin)

nam 2023

Ghi chu

Ma diém yéu/ 16

. hong
1 CVE-2019-0708 Tham khao Bao cdo thang 8/2019
2 CVE-2013-3900 Tham khéo Béo céo thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Béo cao thang 8/2019
(MS14-060) Sandworm APT

4 CVE-2015-0009 Tham khao Béo céo thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Béo cao thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khéo Béao cdo thang 9/2019
(MS15-028)

7 CVE-2014-0315 Tham khao Béo cdo thang 10/2019
(MS14-019)

8 CVE-2017-0144 | Tham khao Bao céo thang 10/2019
(MS17-010)

9 CVE-2013-3129 | Tham khao Béo cao thang 11/2019
(MS13-053)

10 CVE-2015-0073 Tham khao Béo cao thang 11/2019
(MS15-025)

11 CVE-2015-0080 Tham khao Béo cdo thang 11/2019
(MS15-024)

12 CVE-2015-0076 | Tham khao Bao céo thang 12/2019
(MS15-029)

13 CVE-2013-3940 | Tham khao Bao céo thang 12/2019
(MS13-089)

14 CVE-2015-0012 | Tham khao Béo cao thang 12/2019
(MS15-017)

15 CVE-2014-0260 | Tham khao Béo cao thang 01/2020
(MS14-001)

16 CVE-2014-1818 | Tham khao Bao cdo thang 01/2020
(MS14-036)

17 CVE-2014-6352 Tham khao Bao céo thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 | Tham khao Bao c4o thang 02/2020
(MS14-007)
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19 CVE-2014-4148 | Tham khao Bao céo thang 02/2020
(MS14-058) APT 31

20 CVE-2015-0078 | Tham khao Bao cdo thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khao Bé4o cdo Thang
(MS08-067) 03/2020

Silence APT

22 CVE-2014-2778 Tham khao Bé4o cdo Thang
(MS14-034) 03/2020

23 CVE-2013-3891 Tham khao Bao cédo Thang
(MS13-086) 03/2020
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