BO THONG TIN VA TRUYEN THONG ~ CQNG HOA XA HQI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Poc 1ap - Tu do - Hanh phiic
Sé: (14 /BC-CATTT Hé Noi, ngay A4 thang % nim 2022
BAO CAO KY THUAT

‘Tinh hinh an toan thong tin thang 02/2022
va thong ké két ndi chia sé dir liéu vé ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang

Canh bdo s6 163/CATTT-
NCSC ngay 09/02/2022 vé viéc
16 hong bao mat anh huong cao
va nghiém trong trong cac san
phdm Microsoft cong b thang
2/2022.

Nham hd tro kip thoi cac co quan, to chire trong cong tac dam béo an toan
thong tin, bén canh hoat dong du bao, canh bao vé diém yéu, 16 hong va nguy co
tan cong mang, Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC),
Cuc An toan théng tin tiép tuc theo ddi, canh bao dén céc co quan t6 chuc thong
qua hé thdng cac don vi chuyén trach vé CNTT/ATTT khi phat hién co tan cong
vao hé thong clia cac co quan, t6 chire, dic biét cac cudce tan cong vao cong thong
tin dién t cta co quan, to chirc nha nudc dé dua nodi dung, hinh anh gy anh
hudng xau dén to chiic va khong gian mang Viét Nam. (Thong tin chi tiét vé cac
hé théng da bi tan cong trong thang dugc cap nhat tai Phu luc 4 kem theo).

Bén canh do, dé tang muc uy tin clia website co quan nha nudc d6i voi
nguoi dan, Trung tdm Giam sat an toan khong gian mang qudc gia con thuc hién
kiém tra, danh gia mirc do an toan thong tin clia cac website ciia co quan nha nudc
(.gov.vn) thong qua viéc chung nhan tin nhiém mang. Danh sach chi tiét viéc cap
nhan tin nhiém cho website ciia co quan nha nudc duge cap nhat tai Phu luc 6
kém theo).

2. Tinh hinh trién khai cong tic phong chong phin mém dgc hai va
chia sé dir liéu ma doc theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi sé 14/CT-TTg cua Thii tuéng Chinh pha ban hanh ngay
25/5/2018 vé viéc nang cao nang luc phong, chdéng phan mém doc hai, Cuc An
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toan thong tin da giao Trung tim Giam sat an toan khong gian mang qubc gia hd
trg 13 doanh nghiép co giai phap phong chong ma doc thuc hién két nbi chia sé
dit liéu ma doc theo vin ban 2290/BTTTT-CATTT ngay 17/7/2018 vé viéc huéng
dan két ndi, chia sé thong tin vé ma déc giita cac hé thong k¥ thut.

Dén hét thang 02/2022 da c6 83 don vi (62 Tinh/Thanh, 21 B/Nganh) trién
khai giai phap phong chéng ma doc tap trung va thuc hién két ni chia sé thong
tin vé ma doc voi Trung tim Giam sét an toan khong gian mang qudc gia (NCSC).

Trong thang 02/2022, thong qua két ndi chia sé dit liéu vé ma doc tir 83 don
vi, Hé thong k¥ thuat cua Trung tdm Giam sét an toan khong gian mang quoc gia
(NCSC) ghi nhan c6 56.535 may co cai dat giai phap phong chéng ma doc va chia
sé thong tin (lién quan dén hé diéu hanh, ma doc, diém yéu, két ndi nghi ngo).

Mét s6 don vi c6 s6 lwgng may chia sé két ndi trong thang 01 twong doi
d?ly du:
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Ghi chii: Danh séch cac don vi chua trién khai giai phap phong chéng ma
doc dap ung yéu cau cua Chi thi s6 14/CT-TTg nam 2018 tai Phu luc 1 kém theo.

3. Tinh hinh trién khai cong tic giam sat an toan thong tin va két noi
chia sé dir liéu giam sat theo Chi thi 14/CT-TTg nam 2019

Thuc hién Chi thi s6 14/CT-TTg ctia Thu tuéng Chinh phu ban hanh ngay
07/6/2019 vé viéc ting cuong bao dam an toan, an ninh mang nham cai thién chi
s6 xép hang ctia Viét Nam, Cuc An toan thong tin di giao Trung tdm Giam sat an
toan khong gian mang qudc gia hd trg 13 doanh nghiép c6 giai phap giam sat an
toan thong tin thuc hién két ndi chia sé dir liéu theo vin ban 2973/BTTTT-CATTT
ngay 04/9/2019 vé viéc huéng dan trién khai hoat dong giam st an toan thong tin
trong co quan, to chirc nha nudc.
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Pén hét thang 02/2022 di c6 87 don vi (63 Tinh/Thanh, 24 Bd/Nganh) trién
khai cong tac giam sat an toan thong tin va thuc hién két ndi chia sé dir liéu giam
sat voi Trung tm Giam sat an toan khong gian mang quoc gia (NCSC).

Trong thang 02/2022, thong qua két ndi chia sé dit liéu giam sat tir 87 don
vi, Hé thong k¥ thuat ctia Trung tdm Giam sat an toan khong gian mang quoc gia
ghi nhan 39/87 don vi c6 két ni chia sé dit liéu tuong doi day du, 48/87 don vi bi
mat két ndi chia sé dit liéu.

Mot s6 don vi c6 két ndi chia sé dir li¢u giam sat trong thang twong doi
day du:
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Ghi chu: Hién trang két ndi chia sé dir liéu giam sat tai Phu luc 2 kém theo.
4. Tinh hinh lay nhiém ma doc trén ca nuée

Trong thang, Hé thong ky thuat ctia Trung tim Gidm sat an toan khong gian
mang qudc gia (NCSC) di ghi nhan 879.342 dia chi IP ctia Viét Nam nam trong
mang botnet, trong d6 c6 210 dia chi IP cua co quan, td chire nha nude (17 dia chi
IP Bo/Nganh, 193 dia chi IP Tinh/Thanh) giam 9.52 % so véi thang 01/2022.
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Ghi chii: Danh sdch cdc don vi ¢6 dia chi IP nam trong mang botnet Trung
tam NCSC phat hién co tai phu luc 3 kem theo.

Thong tin chi tiét vé cac dia chi IP nam trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/Nganh, Tinh/Thanh c6 thé tra ctu, cap nhat thong
tin thuong xuyén thong qua tai khoan da co trén He thdng giam sat tir xa do Trung
tam Gidm st an toan khong gian mang quoc gia (NCSC) cap. Thong tin tir Hé
thdng ciing co thé tham khao, sir dung dé danh gia hiéu qua giai phap giam sat,
phong chéng ma doc tap trung dang trién khai.
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5. Diém yéu, 10 hong ton tai trén may tinh cia cac co quan to chire

Trong thang, Hé thong k¥ thuat cia NCSC da ghi nhén c6 1.281 diém yéu,
16 hong an toan thong tin tai cac hé thng thong tin cua cac co quan t6 chuc nha
nude. SO lugng diém yéu, 16 héng néu trén la rat 16n, do d6 Cuc ATTT da chi dao
Trung tdm Giam sat an toan khong gian mang qubc gia trién khai dénh gia, xac
dinh céac 16 héng nguy hiém, cé anh huéng trén dién rong va huong dan cac
B§/Nganh khac phuc. Pac biét c6 mot s6 16 hong dé va dang dugc cac nhom tan
cong loi dung dé thuc hién cac cudc tan cong APT. Duéi déy la mot s6 16 hong
van con ton tai trén nhiéu may chua duge xt ly.

M3 diém yéu/
Ghi chu

16 hong

1 CVE-2019-0708 Tham khao Béo céo thang 9/2019

https://msrc.microsoft.com/update-guide/en-

us/vulnerability/ CVE-2020-0655

2 CVE-2020-0655




https://docs.microsoft.com/en-us/security-
3 MS14-019

updates/securitybulletins/2014/ms14-019

CVE-2015-0009

4 Tham khao Béo céo thang 9/2019
(MS15-014)

https://docs.microsoft.com/en-us/security-
3 MS17-010

updates/securitybulletins/2017/ms17-010

Nhim dam bao an toan hé théng, dé nghi don vi chuyén trach ve
CNTT/ATTT tai co quan, t6 churc phéi hop v&i cac don vi thuc hién ra soat xac
dinh va tién hanh “V4” cac 13i trén hé théng dic biét 1a cac 16 hong néu trén./.

Noi nhan: 2

- Hé thong cac don vi chuyén trach vé ATTT/CNTT TL. CUC, TRUQNG

cta cac bo, nganh, SO TT&TT cac tinh, thanh phé 9 GIAM DQC .
truc thuge Trung uwong; TRUNG TAM GIAM SAT AN TOAN
- Cuc truong (de b/c); KHONG GIAN MANG QU()C GIA
- Trung tim VNCERT/CC, phong HTATTT, phong ;

TTHTQT;

- Luu: VT, NCSC.

Tran Quang Hung
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Phu luc 1

DANH SACH CAC PON VI CHUA TRIEN KHAI GIAI PHAP
PHONG CHONG MA POC PAP UNG YEU CAU CUA CHI THI
SO 14/CT-TTG NAM 2018
(Chua két ndi chia sé dir liéu vé Cuc An toan thong tin)

1. Danh sach Bo/Nganh

B§/Co quan ngang B9/ Co quan trye thuge Chinh phi

1 Bo Cong Thuong

2 B6 Giao duc va Dao tao

3 Bo Lao dong - Thuong Binh va Xa hoi
4 B Néng nghiép va Phat trién nong thon
5 Uy ban Dan toc

6 Vién Han 1am Khoa hoc Xa hoi

2. Danh sach Tinh/Thanh

1 Binh Duong

Ghi chii: Thong tin v& cic Bo/Nganh, Tinh/Thanh chua thye hién két néi chia se
thong tin vé ma doc s& duge Cuc ATTT tong hop, bao céo hang thang nham dén
ddc viéc thuc hién chi tiéu ma Chinh phu dua ra tai Nghi quyét 01/NQ-CP ngay
01/01/2020 ctia Chinh phu. Cu thé: "90% céc bd, nganh, dia phuong két ndi voi
Trung tim Giam sat an toan khong gian mang quoc gia".






