SO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
TINH CAO BANG Poc lap - Tw do - Hanh phuc

TRUNG TAM CONG NGHE SO VA
TRUYEN THONG

Sé: 296/TB-TTCNSTT Cao Bang, ngay 05 thang 10 ndm 2023

‘ ] THONG BAO
Ve viéc tham dinh gia Chi phi dién tap thuc chién an toan théng tin nim 2023

Cin cir Luat DAu thau ngay 26 thang 11 ndm 2013;

Cén ctr Nghi dinh ) 63/2014/ND-CP ngay 26 thang 6 ndm 2014 cua Chinh
pha quy dinh chi tiét thi hanh mot so6 dicu cua Luat dau thau vé lua chon nha thau;

Cén cir Nghi dinh 73/2019/ND-CP ngay 05 thang 9 nam 2019 cua Chinh phu
quy dinh vé quan ly dau tu tng dung cng nghé thdng tin st dung ngudn vén ngan
sach nha nudc;

Can ct Thong tu s6 58/2016/TT-BTC, ngay 29 thang 03 nim 2016 cta Bo
truong Bo Tai chinh Quy dinh chi tiét viéc sir dung von nha nudc dé mua saim nham
duy tri hoat dong thuong xuyén cua co quan nha nudce, don vi thudc luc luong v
trang nhan dan, don vi sy nghiép cong Iap, t6 chic chinh tri, t6 chac chinh tri - x4
hoi, to chic chinh tri x& hoi - nghé nghiép, to chic xa hoi, to chac xa hoi - nghé
nghiép;

Can ctr Quyét dinh s6 29/Qb-UBND ngay 29 thang 12 nam 2022 cua S¢ Thong
tin va Truyén théng tinh Cao Bang vé viéc giao du toan thu ngan sach trén dia ban,
chi ngan sach dia phuong nam 2023;

Trung tam Cong nghé so va Truyen thdng tran trong moi c4c to chire co ning
luc, kinh nghiém trong hoat dong cung cap dich vy thdm dinh danh gia vé: Danh
muc dien tap thuc chién an toan thong tin nam 2023 (tai phu luc kém theo).

Ho so dang ky tham gia gdm: Hd so ning lyc don vi; cong van dang ky tham
gia thuc hién tham dinh danh gia.

Ho so dang ky va cac thong tin chi tiét xin vui 1ong gui vé Trung tdm Cong
nghé sb va Truyén théng - S& Thong tin va Truyén théng tinh Cao Bang truéc 09h00
ngay 09 thang 10 nam 2023; bia chi: S6 062, dudng Bé Van Pan, phuong Hop
Giang, thanh phd Cao Bang, tinh Cao Bang; Email: chitc@caobang.gov.vn.

Tran trong./.

Noi nhan: KT. GIAM POC
- Nhu trén; ’ PHO GIAM POC
- Céc Phé Giam déc; &Nh m
- Phong CNSATTT (ding website); I/ Thi o)
- Luu: VT.

—Pam Xuan Son
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Phu luc
DANH MUC DIEN TAP THUC CHIEN AN TOAN THONG TIN NAM 2023

STT Noi dung
Chu dé: Ung ciru sw cf')?tru’(rc cac cudc Sé .
tan c6ng khai. :théf 10 hﬁng hé thong Don vi tinh lrong Ngay
- Thoi gian dién tap: 3 ngay
- S0 lwgng: 50 nguoi
- Hé thong: S hé thong
| Nhan sw phdi hop to chire dién tap
Chi phi chuyén gia
Chuyén gia khao sat, tw van vé hé
1 £ on .
thong muc tiéu (online)
1.1 Chuyén gia khao sat ha ting Ngu\(n x 1 2
ngay
1.2 Chuyén gia khao sat hé thong Nguf)rl x 1 2
ngay
2 Chuyén gia 1én phwong an dién tap
21 Qhuy®1gMJéqphuongénvéchu&lbiha Nguoi x 5 -
' tang phuc vu tan cong ngay
2.2 Chuyén gia 1én phuong an phong thu Nﬁgg/ x 4 6
Chuyén gia xay dung tai liéu huéng dan Nguoi x
2.3 ~ \ ; AR \ 1 1
k¥ nang phong thu an toan thong tin ngay
24 Chuyén gia xay dung ndi quy, quy ché Nguoi x 1 1
' dién tap ngay
3 Chuyén gia tham gia chwong trinh
Chuyén gia tham gia voi1 vai tro ban giam | Nguoi x
3.1 \ \ 1 3
khao ngay
3.2 Chuyén gia tham gia voi vai trd tAn cong Nﬁgao; x 5 3
3.3 Chuyén gia tham gia hd trg phong thi Nﬁgg; X 4 3




3.4

Chi phi tién phong

Nguoi x
ngay

3.5

Chi phi di lai cua chuyén gia (1 Ban
giam khdo, 3 tan cong, 2 phong thu)

Nguoi x
ngay

Thué Hé théng thiét bi CNTT phuc vu
dién tap

Thug thiét bi

1.1

Server C&C

May chu Cloud

Céu hinh: 8 core, RAM 16GB, 250GB
SSD

May * ngay

1.2

May chu Backup:

May chu Dell Poweredge R730
-CPU: Intel® Xeon® Processor E5-
2678V3 2.50GHz 30M 12Cores

- RAM: 4 x RAM DDR4 16GB PC4
ECC Registered DIMMs

- HDD: 4Tb Enterprise SATA
7200RPM 3.5"

- RAID: Dell PERC H730 Raid 0,1,5,10
- NIC: Quad-port Gigabit Ethernet

- Power Supply: 750Watts Hot-plug

May*ngay

1.3

Thué may tinh phuc vu doi tin cong/
phong thu

(4 may tin cong, 3 may phong thi)
Céu hinh: 250SSD, 16GB ram, i5 doi 9

May

Thué cong cu

B0 cong cu phuc vu dgi tan cong

2.1

Phan mém d4nh gia bao mat hé thong
ung dung thu dién tu - Bkav Mail
Application Security

Chtrc ning: Ra soat 16 hong bao mat g
v6i cac giao thirc phd bién SMTP, POP,
IMAP

2.2

Phan mém dénh gi4 16 hong bao mat cho
hé théng may chii may tram - Bkav
Server Auditing Tools

Chtrc ning: Phin mém ra quét dua canh
béo 16 hong bao mat cho hé théng may
chu




3

2.3

Phan mém ra soat va phan tich h¢ thong
mang - Bkav Network Analyzer

Chtrc ning: Ra soat cac 16 hong bao mat
cua cac thiét bi mang Router, Switch,
Firewall

B¢ cong cu phuc vu dgi phong thu

3.1

Phan mém béc g& mi doc - Bkav
Malware Remover

Chtrc nang: Liét ké ra soat cac t€p nghi
ngd ¢6 chira ma doc

3.2

Phan mém lay mau va cach ly mi doc -
Bkav Malware Scanner

Chuc niang: Phan mém cho phép phan
tich va ldy mau mi doc trén may nan
nhan

3.3

Phan mém ra soat ma doc APT trén cac
may chu - Bkav APT Scanner

Chtrc nang: Phin mém cho phép ra soat
phan tich va ldy mau ma doc APT trén
may nan nhan

Chi phi to chirc va hju can

Thué hoi trudng to chirc

Phong*ngay

Ha tang mang t6 chirc tan cong, phong
thu

Goi

Nudc udng cho cac doi dién tap

Nguoi

50

Thiét ké bd nhan dién chwong trinh

Goi

In standee

Chiéc

Tai ligu

50

Khung bang ching nhan

Cai

50
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